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Independent Service Auditor’s Report on a Description of a Service Organization’s 
System and the Suitability of the Design and Operating Effectiveness of Controls 

To: Management of Coforge Limited 

Scope 

We have examined Coforge Limited ('Coforge' or the 'Service Organization') description of the 
system related to IT and IT enabled services related Controls relevant to Security, availability, 
confidentiality, processing integrity and privacy principles (“in-scope Trust Principle(s)”) throughout 
the period May 1, 2025 to Dec 31 2025 and the suitability of the design and operating effectiveness 
of controls to meet the criteria for the security, availability, confidentiality, processing integrity and 
privacy principles set forth in SSAE 18 TSP section 100A and TSP section 100-2017, Trust Services 
Principles, Criteria, and Illustrations for Security, Availability, Confidentiality, Processing Integrity 
and Privacy (AICPA, Technical Practice Aids) (applicable trust services criteria), throughout the 
period May 1, 2025 to Dec 31 2025 . The description indicates that certain applicable trust services 
criteria specified in the description can be achieved only if complementary user-entity controls 
contemplated in the design of Coforge’ s controls are suitably designed and operating effectively, 
along with related controls at the service organization. We have not evaluated the suitability of the 
design or operating effectiveness of such complementary user-entity controls. 

Coforge uses Microsoft as ‘Subservice Organization’ for business application, servers and related 
infrastructure services, including M365 Office Collaboration Suite, Windows server and Endpoints 
and Azure cloud services. The Description indicates that Complementary Subservice Organization 
Controls (‘CSOCs’) that are suitably designed and operating effectively are necessary, along with 
controls at Coforge, to achieve Coforge’ s service commitments and system requirements based on 
the applicable Trust Service Criteria. The Description presents Coforge’ s controls, the applicable 
Trust Service Criteria and the types of CSOCs assumed in the design of Coforge’ s controls. The 
Description does not disclose the actual controls at the Subservice Organizations. Our examination 
did not include the services provided by the Subservice Organization, and we have not evaluated 
the suitability of the design or operating effectiveness of such CSOCs. 

The Description indicates that Complementary User Entity Controls (‘CUECs’) that are suitably 
designed and operating effectively are necessary, along with controls at the Company, to achieve 
the Company’s service commitment and system requirement based on the applicable Trust Service 
Criteria. The Description presents the Company’s control structure, the applicable Trust Service 
Criteria and the CUECs assumed in the design of the Company’s control structure. Our examination 
did not include such CUECs and we have not evaluated the suitability of the design or operating 
effectiveness of such controls. 

  

Service Organization's Responsibilities  

Coforge has provided the assertion for the period May 1, 2025 to Dec 31 2025, which is based on 
the criteria identified in management’s assertion. Coforge is responsible for (1) preparing the 
description and assertion; (2) the completeness, accuracy, and method of presentation of both the 
description and assertion; (3) providing the services covered by the description; (4) specifying the 
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controls that meet the applicable trust services criteria and stating them in the description; and (5) 
designing, implementing, and documenting the controls to meet the applicable trust services 
criteria.  

 

Service Auditor's Responsibilities  

Our responsibility is to express an opinion on the fairness of the presentation of the description and 
on the suitability of the design of the controls and their operating effectiveness to achieve the 
related control objectives stated in the description, based on our examination.  

Our examination was conducted in accordance with attestation standards established by the 
American Institute of Certified Public Accountants (AICPA). Those standards require that we plan 
and perform the examination to obtain reasonable assurance about whether, in all material 
respects, based on the criteria in management’s assertion, the description is fairly presented, and 
the controls were suitably designed and operating effectively to achieve the related control 
objectives stated in the description for the period May 1, 2025 to Dec 31 2025. We believe that the 
evidence we obtained is sufficient and appropriate to provide a reasonable basis for our opinion. 

An examination of a description of a service organization's system and the suitability of the design 
and operating effectiveness of the service organization's controls to achieve the related control 
objectives stated in the description involves the following: 

• Obtaining an understanding of the system and the Service Organization’s service 
commitments and system requirements. 

• Assessing the risks that the description is not fairly presented and that the controls were 
not suitably designed or operating effectively to achieve the related control objectives 
stated in the description.  

• Performing procedures to obtain evidence about the fairness of the presentation of the 
description of the system and the suitability of the design and operating effectiveness of the 
controls to achieve the related control objectives stated in the description.  

• Testing the operating effectiveness of those controls that management considers necessary 
to provide reasonable assurance that the applicable trust services criteria in the description 
were met. 

• Evaluating the overall presentation of the Description.  

• Our Examination also included performing such other procedures as we considered 
necessary in the circumstances. 

 

Inherent Limitations  

The Description is prepared to meet the common needs of a broad range of users and may not, 
therefore, include every aspect of the system that each individual user may consider important to 
its own needs. Because of their nature and inherent limitations, controls at a service organization 
may not always operate effectively to provide reasonable assurance that the service organization’s 
service commitments and the system requirements are achieved based on the applicable trust 
services criteria. Also, the projection to the future of any evaluation of the fairness of the 
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presentation of the description or conclusions about the suitability of the design of the controls to 
meet the applicable trust services criteria is subject to the risks that the system may change or that 
controls at a service organization may become inadequate or fail. 

Description of tests of controls  

The specific controls we tested, and the nature, timing, and results of our tests are presented in the 
section IV of our report titled “TRUST SERVICES PRINCIPLES AND CRITERIA AND THEIR RELATED 
CONTROLS.” 

Opinion  

As indicated in Coforge Limited description of its system for IT and IT enabled services controls 
related to user organization or user entities were implemented and in operation during the period 
May 1, 2025 to Dec 31 2025. Our tests of operating effectiveness covered the period during which 
the applicable controls were implemented and in operation. 

In our opinion, in all material respects, based on the criteria described in Coforge Limited assertion, 

▪ The description fairly presents Coforge Limited system that was designed and implemented 
for the Period May 1, 2025 to Dec 31 2025. 

▪ The controls related to the control objectives stated in the description were suitably 
designed to provide reasonable assurance that the control objectives would be achieved if 
the controls operated effectively for the Period May 1, 2025 to Dec 31 2025; and subservice 
organizations and user entities applied the complementary controls assumed in the design 
of the Coforge Limited controls for the Period May 1, 2025 to Dec 31 2025.   

▪ The controls stated in the description operated effectively throughout the period May 1, 
2025 to Dec 31 2025, to provide reasonable assurance that Coforge Limited-service 
commitments and system requirements were achieved based on the applicable trust 
service criteria. 
 

Intended Use  

This report and the description of tests of controls and results thereof in section IV are intended 
solely for the information and use of Coforge ; user entities of Coforge Limited related general IT 
controls during some or all of the period May 1, 2025 to Dec 31 2025; and prospective user entities, 
independent auditors and practitioners providing services to such user entities, and regulators 
who have sufficient knowledge and understanding of the following: 

▪ The nature of the service provided by the service organization. 
▪ How the service organization’s system interacts with user entities, subservice 

organizations, and other parties 
▪ Internal control and its limitations 
▪ Complementary user-entity controls and how they interact with related controls at the 

service organization to meet the applicable trust services criteria. 
▪ The risks that may threaten the achievement of the applicable Trust Services Criteria’s and 

how controls address those risks. 
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This report is not intended to be and should not be used by anyone other than these specified 
parties.  

 

 

For: Vies Consulting LLC  
                       
 

Chandan Chourasiya 
                           Date: June 3rd 2026  

Firm Lic- Wyoming # 1203 
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Section 3. Coforge’ s Description of its Systems and Controls 

3.1 Scope and Purpose of the Report 

This report describes the control structure of Coforge as it relates to Information Technology and 
IT-enabled Services, provided throughout the period from May 01, 2025, to Dec 31, 2025 (the 
‘Specified Period’) for the Security, Availability, Confidentiality, Processing Integrity and Privacy 
trust services criteria. This report including the Description of controls and the content of this 
report is intended solely for the information and use of Coforge, the user entities of Coforge’ s 
system from the Specified Period and regulators who have sufficient knowledge and 
understanding. This report is not intended to be and should not be used by anyone other than 
these specified parties. 

The Description is intended to provide customers and user entities of the Company’s System, 
those prospective user entities, independent auditors, practitioners providing services to such 
user entities, and other specified parties with information about the control features of the 
Company’s System. The Description was prepared based on the criteria for a Description of a 
Service Organization’s system in paragraphs 1.33-34 of the AICPA Guide Reporting on Controls at 
a Service Organization relevant to Security, Availability, Confidentiality, Integrity and Privacy trust 
services criteria. The Description is intended to provide users with information about the System, 
particularly system controls intended to meet the criteria for Security, Availability, 
Confidentiality, Processing Integrity and Privacy (the ‘applicable trust services criteria’) trust 
principles set forth in TSP section 100, Trust Services Principles, Criteria, and Illustrations for 
Security, Availability, Processing Integrity, Confidentiality, Processing Integrity and Privacy. It was 
prepared taking into consideration the attestation standards established by the American 
Institute of Certified Public Accountants (the ‘AICPA’). As this Description is intended to focus on 
features that may be relevant to the internal control of Coforge’ s customers and other specified 
parties, it does not encompass all aspects of the services provided or procedures followed by 
Coforge. 

It is the responsibility of each specified party to evaluate this information in relation to the control 
structure in place at the user organization to assess the total internal control environment. The 
internal control structures at the Company are not designed to compensate for any weaknesses 
that may exist if the internal control structure at a user organization is ineffective. 

Scope of this examination is limited to Information Technology and IT-enabled Services provided 
by Coforge and its subsidiaries from its facilities across: 

 

Sr No. Location  Address  

1 Greater Noida Plot No. TZ - 2 & 2A, Tech Zone Yamuna Expressway Greater 

Noida – 201308 Uttar Pradesh, India Greater Noida, India 
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2 Gurugram Plot No 13, 5th & 6th floor Udyog Vihar phase 4 sector 18 

Gurgugram-122015, Haryana, India 

3 Bengaluru 3B Block - Non SEZ, 16th Floor, Bhartiya Centre of Information 

Technology (BCIT), Thanisandra Main Road, Bengaluru, 

Karnataka, India 

4 Pune ShantiOne IT Park, Second Floor, S. No 206A/1, FP No 88/4, Nagar 

Road, Next to Aga Khan Palace, Pune, Maharashtra - 411006, 

India 

5 Hyderabad AU Infinium, #2-9/90/1/AUC/7F, 4th ,5th 6th, 7th, 8th, 9th Floor, 

Gachibowli, Hyderabad, Telangana – India 

Cigniti Technologies Limited, 7th & 8th Floor, Vega block, 5th Floor, 

Atria block international Tech Park, Plot 17, SW Units layout, 

Madhapur, Hyderabad, Telangana – India 

6 USA 200 Tracy Way Charleston, WV 25313, USA  

2727 LBJ Freeway, Suite 800, Dallas, Texas, 75234, USA 

621 NW Frontage Road, Suite 300, Augusta, Georgia 30907, USA 

C. 4487 Columbia Rd #102, Augusta, GA 30907, USA 

7 UK Coforge UK Limited 5th floor, 8 Fenchurch place, London EC3M, 

4AJ, U.K.   

8 

 

Kolhapur Survey Number 156/1A, Old Pune- Bangalore Road. Village – 

Ujalaiwadi, Taluka – Karveer, District - KOLHAPUR, State 

MAHARASHTRA, INDIA Pin Code 416004 

9 Philippines 12th Floor on Axis 1 Bldg. and Ground, 10th & 11th Floor on Vector 

Three Building, Northgate Cyberzone, Filinvest Corporate City, 

Alabang, Muntinlupa City 
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The scope of the report does not include any other services or premises of Coforge other than 
those mentioned above. 

3.2 Company History and Overview of Services 

Coforge 

Coforge is a global IT services and digital transformation company headquartered in Greater 
Noida, India, enabling clients to transform their businesses through deep domain expertise and 
emerging technologies. Coforge focuses on select industries where it has hands-on experience 
and a deep understanding of underlying business processes. Its partnerships with leading 
technology platforms provide a distinct perspective and enhance its ability to deliver tailored 
solutions. Coforge has adopted a product engineering approach and leverages Cloud, Data, 
Integration and Automation technologies to transform client businesses. Coforge’ s proprietary 
platforms power critical business processes across various verticals. The firm has a presence in 
25 countries with 30 delivery centers across nine countries. The data centers are located in 
Gurugram, Greater Noida, Bangalore, Hyderabad, Kolhapur, Pune, Philippines, UK and USA. 

Coforge Technologies Private Limited is a wholly owned subsidiary of Coforge Limited and 
provides business process outsourcing (BPO) and digital process automation services to clients 
primarily located in the United States of America (USA) and Europe. The Company operates from 
delivery centres in Greater Noida, Gurugram, and Hyderabad, India. 

The services offered include contact centre operations such as customer service, customer 
acquisition, research, and market surveys, as well as back-office services including transaction 
processing, finance and accounting, and technical support services. These services are delivered 
to clients across multiple industry sectors, including Banking, Financial Services and Insurance 
(BFSI), travel and leisure, utilities, and direct marketing. 

Formerly known as Coforge DPA, Coforge Technologies Private Limited is a recognised niche 
provider in the Digital Process Automation (DPA) and low-code market, with core capabilities 
centred on platforms such as Pega, Appian, and Out Systems. The Company’s DPA and low-code 
practice supports client business processes through agile, AI-enabled enterprise solutions, 
delivered by dedicated and experienced teams under defined contractual and operational 
controls. Long-term strategic partnerships are maintained with clients to support the secure, 
reliable, and consistent delivery of services within the defined system boundary. 

Coforge BPM Inc. (WPS) – Coforge BPM provides services in Banking Financial Services, Insurance, 
Travel, Media & Hospitality Industries. BPM leads Transforming Customer experience through 
technology enablement. 

Coforge Business Process Solutions (BPS) is one of the business operations units that enhances 
customer experience, operational efficiency, and compliance outcomes. It delivers scalable and 
intelligent process solutions across industries such as banking, mortgage, financial services, 
insurance, travel, hospitality, healthcare, and retail. Coforge BPS offers cross-industry services 
including customer experience management, risk and compliance operations, loan processing, 
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intelligent document automation, and property tax and title services, supported by proprietary 
digital platforms. Services are delivered from onshore, nearshore, and offshore locations, serving 
clients including five of the top 25 U.S. banks, top 10 lenders, top 10 insurance intermediaries, 
and multiple Fortune 500 companies. 

Ciginti Technologies Private Limited- Cigniti’s IP, next-gen quality engineering platform, 
BlueSwan™ accelerates the quality engineering initiatives of global companies with assured 
acceleration and outcomes. It helps ensure digital next by predicting and preventing 
unanticipated application failures, thereby assisting our clients in accelerating their adoption of 
digital. Cigniti’s Zastra™ platform democratizes machine learning development and is an active 
learning enabled Computer Vision-based annotation platform with multiple use cases that can 
truly enable AI-led digital outcomes of credible, measurable impact for clients. Cigniti invests in 
cutting edge labs across technologies to provide world class software testing services such as 
medical lab, Mobile lab, Robotics lab, Smart meter lab and Performance lab. 

Overview of Certifications and services Offering: Coforge 

The delivery centers of the Service Organization (as given in the scope section) are certified to 
the following international certification standards:  

• ISO 27001:2022 (valid till 19th May 2027); 
• ISO 9001:2015 (valid till 19th May 2027); 
• ISO 22301:2019 (Valid till 3rd Aug 2028); 
• ISO/ IEC 20000-1:2018 (valid till 11 April 2027); 
• ISO/ IEC 27701/2019 (Valid till 23rd Feb 2028); 
• Maturity Level 5 of Capability Maturity Model Integration for Development (‘CMMI-DEV’) 

and version 2.0 (valid till 11 July 2028); 
• HIPAA (valid till 31st Dec 2026) 
• Hi-Trust (valid till 3rd Feb 2027) 

 

3.1 Service Offerings of Coforge 

Below is the list of services provided by Coforge to its user entities covered under Digital Services:  

• Application Development & Maintenance (‘ADM’) Services 
• Production Support (‘PS’) Services 
• Infrastructure Management & Support Services (‘IMS’) 
• Business Process Outsourcing (‘BPO’) Services 
• Cloud Migration and Transformation Services 
• AI, Data & Insight 
• Cyber Security Services 
• Data Process Automation 
• Service desk Call Center Support 
• Quality and digital Assurance 

Application Development & Maintenance (‘ADM’) Service 
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ADM Services involves performing code changes to user entities’ applications in accordance with 
requirements shared by the authorized user entities. 

The Service Organization follows the Agile methodology for development and maintenance of 
applications supported by the Service Organization. The authorized user entities personnel raise 
Change Request (CR). The Developer analyses the requirements and updates understanding of 
the change requirement in the CR and sends for review to the designated user entity personnel. 
The Developer develops the code and performs unit testing within the development 
environment. Post completion of the unit testing, unit testing results are shared via e-mail to an 
independent Developer for unit testing and code review. 

The Developer (distinct from the one who developed the code), examines both the code and the 
results of unit testing. Any findings are then communicated to the Developer who created the 
code via e-mail. Upon completion of development activities, the Developer moves the Code to 
Quality Assurance (QA) environment and assigns the change to an QA Analyst or sends an e-mail 
with the details of changes within the code to the designated user entities personnel to move 
the code for QA testing. 

The QA Analyst prepares test cases in accordance with the requirement documented for the CR 
and sends e-mail to the designated user entity personnel for review. 

The QA Analyst executes test cases within the QA/ UAT environment, assigns the bug request to 
the respective Developer and tracks bugs to closure. 

Authorized personnel from user entities along with the Service Organization’s Support Team 
breaks down the project into various sprints and prepares the ‘Release Plan’, containing sprint 
details such as timelines, release date, meeting schedule, resource details, and so on for the 
release of changes to the production environment. 

Production Support (PS’) Services 

Production Support Services involves handling incident requests raised by user entities or 
identified by the Service Organization’s Support Team while providing Infrastructure 
Management & Support Services for user entities in accordance with the ‘Incident Handling 
Guidelines’. Incident Request (IR’) are raised by user entity employees/ the Service Organization’s 
Support Team within the respective user entities’ tool. The Associate/Lead Associate ('IMS') 
evaluates and offers necessary resolutions, updating the Incident Report (IR’) with a brief 
description of the provided solution, conducting Root Cause Analysis (as applicable), and 
changing the IR status to Resolved/Closed. 

Infrastructure Management & Support (‘IMS’) Services 

Infrastructure Management & Support Services involves performing the following activities for 
servers associated with user entities applications/ tools: 

Access management including creation, modification, and revocation of access 

Preventive maintenance tasks such as monitoring disk space, monitoring of scheduled jobs etc. 

Commissioning/ de-commissioning and hardening of servers and databases 
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Patch management for servers 

Handling issues and incidents raised by users Problem Management including Root Cause 
Analysis (RCA’) for incidents; and 

Aiding deploying changes within production servers/ databases 

Business Process Outsourcing (BPO’) Services 

BPO services are delivered through two distinct entities within Coforge: Coforge Technologies 
Private Limited and Coforge BPS. Coforge Technologies Private Limited BPO services encompass 
contact center services, covering customer service, customer acquisition, research, and market 
surveys, as well as back-office services, including transaction processing, finance & accounting, 
and technical services.  

CTL also offers expertise in segments such as Reference Data Management, Finance & Accounting 
Transformation, Contract Loading Services, and Airlines Passenger Revenue Accounting. 

Coforge BPS delivers scalable and intelligent process solutions across industries. 

Services Provided 

Coforge BPS offers a range of cross-industry and domain-specific services, including: 

• Customer Experience and Contact Center Management 
• Banking and financial Services 
• Risk and Compliance Operations 
• Loan Processing and Underwriting Support 
• Intelligent Document Processing 
• Property Tax and Title Services 
• Automated Quality Control and Audit Solutions 

These services are supported by proprietary digital platforms and point solutions that are both 
industry-specific and industry-agnostic. 

Cloud Services- AI, Data & Insights powered by Coforge Data Cosmos™ 

Cloud Technology plays a significant role in business transformation and the management of 
disruption changes enabling companies to drive innovation. While cloud migrations and adapting 
Cloud-Native solutions are top priorities for organizations and CIO’s, it comes with its own 
complexities. Hence, it is essential for enterprises to engage with the right partners and formulate 
a comprehensive cloud strategy. 

Organizations today are increasingly relying on data to drive innovation, operational efficiency, 
and competitive advantage. Coforge end to end Data & AI capabilities help enterprises 
modernize their data ecosystem, unlock AI driven insights, and accelerate intelligent decision 
making.  

At the core of this capability is Data Cosmos, it serves as Coforge’ s unified, AI-enabled data 
foundation that brings together platform engineering, agentic AI, and domain intelligence to 
deliver enterprise-scale Data & Analytics transformation. It bridges the gap between fragmented 
data ecosystems and intelligent, AI-driven enterprises. It addresses customer challenges such as: 
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• Data Fragmentation 
• Legacy Systems 
• High Maintenance Cost 
• Limited Self Service Analytics 
• Lack of Unified Governance 
• Lack of real-time insights 
• Manual Operations Support 
• Gen AI Adoption complexity 

By orchestrating these through a cohesive innovation platform, Data Cosmos empowers clients 
to modernize, govern, automate, and scale with intelligence and trust. 

 

 

It boasts of a unified library of reusable solution assets comprising of technology solution 
portfolios, industry led galaxy solutions, and the Data Cosmos Toolkit (host of AI enabled agents, 
accelerators, artifacts, and frameworks) driving consistent outcomes across the data lifecycle. 

Starting with five technology-led solution portfolios - Supernova, Nebula, Hypernova, Pulsar, and 
Quasar - Architectural Blueprints that address distinct segments of the enterprise data and AI 
value chain, from legacy modernization to GenAI enablement - each addressing a core aspect of 
the enterprise data journey and our Galaxy Solutions extends the capabilities of Data Cosmos to 
specific industry verticals - pre‑built, domain‑specific solutions that sit atop the technology 
solution portfolios to solve industry specific challenges with measurable business impact. 
Powering these Technology solution portfolios and the industry led solutions are the Data 
Cosmos Toolkits. They are the core asset library that fuels portfolios and industry solutions with 
58+ Accelerators, 40+ Agents, 8+ Artifacts, and 12+ Frameworks to standardize, automate, and 
scale delivery. All of these toolkits are Cloud agnostic, making it easy deploy on any cloud 
platforms. 
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Technology Solution Portfolios 

Coforge Data Cosmos is anchored on five technology-led solution portfolios Supernova™ for data 
modernization and cloud migration, Nebula™ for agentic data management and decision 
support, Hypernova™ for greenfield data programs and advanced analytics, Pulsar™ for agentic 
data operations, and Quasar™ for scaling AI across the data ecosystem 

1. Supernova – Data/BI/Analytics Modernization & Cloud Migration  

Purpose: Supernova modernizes legacy data ecosystems and migrates workloads to hyperscaler 
platforms with cloud‑native engineering and intelligent automation enabling agility, resilience, 
and AI‑readiness. 

The portfolio of solutions accelerates appliance decommissioning, ETL modernization, report 
modernization, DBMS transformation, and AI/ML pipeline uplift standardizing target 
architectures and lowering total cost of ownership.  

Powered by Data Cosmos Toolkit: Few examples of tools Supernova commonly embed are given 
below, 

• ETL Script Converter (automate source‑to‑target ETL conversions like Informatica/Oracle to 
PySpark/dbt/Snowflake) 

• Data Migration Tool (Schema/data moves with automated mappings and comparisons) 

• Report Rationalizer & Converter (Consolidate and transform legacy BI into modern platforms) 

2. Nebula – Standard Data Management & Decision Support  

Purpose: Nebula establishes trusted, intelligent, AI‑enabled data foundations—governing, 
cataloging, and assuring data quality while enabling decision intelligence and modern BI 

It delivers modern data strategy, AI‑enabled data management, enterprise data governance, 
quality and catalog with lineage and access control along with semantic/decision layers,  
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Powered by Data Cosmos Toolkit: Nebula frequently leverages the below tools for intelligent data 
management (examples) 

• Data Governance Nexus (Discoverability, observability, lineage, and metadata management) 

• Agentic DQ Resolver (Detecting data quality anomalies, classifying issues, and recommending 
intelligent fixes across enterprise data sources) 

• Data Lineage Generator (Visualize dependencies for faster impact analysis) 

3. Hypernova – Greenfield Data Programs & Advanced Analytics 

Purpose: Hypernova builds new‑generation greenfield data platforms and domain‑driven 
architectures spanning data mesh, dynamic ingestion, cloud data warehouses/lakes, and 
advanced analytics.  

It accelerates data mesh deployment across Azure/AWS/GCP, zero/low‑code ingestion, 
greenfield Snowflake/Databricks/Redshift/BigQuery builds, and the development of advanced 
analytics. 

Powered by Data Cosmos Toolkit: Common components include - 

• DataFlux (zero‑code ingestion artifact to simplify data onboarding with AI‑driven validation 
and recovery 

• HypernovaMesh (enable a unified, domain‑driven data mesh with policy‑controlled pipelines, 
lineage, and rapid self‑service data access) 

4. Pulsar – Agentic Data Operations, Support & Enhancements 

Purpose. Pulsar delivers autonomous, always‑on DataOps converging observability, intelligent 
troubleshooting, and AI‑assisted remediation to improve SLAs and reduce downtime. 

It automates L1/L1.5/L2 break‑fixes, accelerates knowledge transition, analyzes logs and 
production tickets, predicts and resolves operational bottlenecks. 

Powered by Data Cosmos Toolkit: Pulsar is frequently powered by  

• Agentic Production Support (multi‑agent AI support for data pipelines) 

• Log Analyzer (ML‑driven log insights for reliability and performance) 

• Ticket Analyzer (NLP‑based classification and trend discovery). 

5. Quasar – Enterprise Grade AI Adoption for Data 

Purpose. Quasar accelerates responsible GenAI adoption from experimentation to production by 
orchestrating LLMs, securing AI workflows, and operationalizing intelligent document and insight 
use cases. 

It enables data preparation for GenAI RAG, KAG, and CoT pipelines, multi‑agent skill 
development, governed MRM and model drift management, and native GenAI services across 
Snowflake Cortex and Databricks Genie 

Powered by Data Cosmos Toolkit: Quasar complements portfolio utilities with agents such as  
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• Agentsphere (Curated agent marketplace with deployable agents) 

• LLM Router (Intelligent routing system that selects the optimal LLM for each query based on 
complexity. cost and performance) 

• Intelligent Document Processing (intelligent document classification and text extraction) 

Leveraging Data Cosmos™ Technology Portfolios, Coforge has delivered large-scale, strategic 
engagements across Enterprise Data Management and Advanced Analytics, including: 

• Data Modernization & Migration (Supernova™): Accelerated legacy-to-cloud transformation 
across on-premise and multi-cloud environments including Azure, AWS, Snowflake, and 
Databricks, leveraging automated code conversion, ingestion, and migration accelerators.  

• Trusted Data Management (Nebula™): Implemented enterprise-grade data governance, 
lineage, metadata management, and Master Data Management (MDM) solutions to enable 
Customer 360 and domain intelligence across BFSI, Insurance, and Travel sectors. 

• Greenfield Data Platforms (Hypernova™): Designed and implemented cloud-native Enterprise 
Data Warehouses and domain-aligned data products enabling scalable, insight-driven decision-
making.  

• Real-Time & Streaming Data Enablement (Pulsar™): Delivered near real-time data pipelines 
and event-driven architectures for operational intelligence. 

• Large-Scale Data Integration (Supernova™): Enabled ingestion and harmonization of hundreds 
to thousands of data feeds across heterogeneous enterprise ecosystems.  

• Lakehouse & Data Mesh Architectures (Hypernova™): Established federated, domain-driven 
data platforms with decentralized ownership and centralized governance.  

• Enterprise BI & Self-Service Analytics (Nebula™): Enabled scalable BI ecosystems with modern 
visualization platforms (Power BI, Tableau, Qlik, MicroStrategy) driving business-led insights and 
decision intelligence.  

• AI/ML & Advanced Analytics (Quasar™): Delivered AI-powered use cases leveraging Python, 
R, and enterprise AI platforms, enabling predictive, prescriptive, and cognitive analytics at scale.  

Industry Galaxy Solution: 

Our Industry Galaxy portfolio delivers pre-built domain‑specific solutions built on top of the five 
technology portfolios & powered by the Data Cosmos Toolkit targeting use cases with 
measurable business value 

1. Banking & Financial Services (BFS): Pre‑built solutions for risk, compliance, customer growth, 
and operational efficiency etc., modernized on cloud data platforms with governed, AI‑ready 
pipelines 

2. Insurance (INS): Reusable Solutions for underwriting accuracy, claims efficiency, and 
policyholder experience among others grounded in governed, AI‑ready data foundations 

3. Travel, Transportation & Hospitality (TTH): Assets that modernize booking, loyalty, and 
revenue systems while enabling real‑time insights and dynamic pricing among others. 
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4. Healthcare & Life Sciences (HCLS): Solution assets that modernize clinical data and accelerate 
life sciences research with governed, AI‑ready platforms. 

5. Public Sector: Assets that enable citizen‑centric services with modern platforms, real‑time 
insights, and responsible AI. 

Data Cosmos™ Toolkit – Accelerators & IP-led Delivery 

Data Cosmos Toolkit is the central, reusable asset foundation that powers every technology 
portfolio and industry solution. It unifies AI‑enabled assets across the end‑to‑end data lifecycle—
standardizing delivery, reducing manual effort, and ensuring repeatable success in complex, 
enterprise environments.  

1. Agents (40+): AI‑driven agents automate complex data and AI workflows to reduce effort and 
improve accuracy, such as PII Detection Agent for automatically detecting sensitive data (PII), 
Data Correction Agent Provides smart, automated suggestions to fix data issues at scale and 
others. 

2. Accelerators (58+): Reusable accelerators that reduce build and operations efforts across the 
data lifecycle with reusable, field-tested IPs. Some of our proven accelerators are Data Migration 
Tool for AI enabled Automated Data Migration, Agentic DQ Resolver for Agentic Data Quality 
check and resolve, along with many more. 

3. Artifacts (8+): Standardized solution artifacts provide ready-to-deploy pre-baked solutions 
that require little to no customization based on specific client needs. Some of them are 
HypernovaMesh – our unified data mesh solution artifact, Agentic DQ Resolver for Agentic Data 
Quality check and resolve, Agentic Production Support for Multi agent Data Support, along with 
others. 

4. Frameworks (12+): Structured frameworks guide governance and delivery at scale, such as KT 
as a Service Framework for AI enabled seamless risk-free transition, File Preload Validation 
Framework for AI powered pre ingestion checks for schema drift, etc. 

Some more examples of our Data Cosmos toolkits across our key Data Service Offerings: 

• Migration & Modernization: AI-driven ETL Script Converter, Data Migration Tool, 
HypernovaMesh Artefact, automated pipeline transformation, federated data model and 
modernization frameworks  

• Ingestion & Engineering: Intelligent Scriptless Ingestion, DataFlux, Data Integration 
Framework, for batch/streaming/CDC pipelines  

• Data Quality & Governance: Agentic DQ Resolver, Data Quality Insight Agent, AutoClassifier, 
Data Governance Nexus for lineage, cataloging, and compliance  

• Analytics & BI Transformation: Report Rationalizer & Converter for BI migration and 
optimization  

• Observability & Operations: Agentic Production Support, KT as a Service Framework & Ticket 
Analyzer (RAG-based support intelligence)  

• Metadata & Discovery: Data Objects Analyzer for schema discovery, lineage, and profiling  
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• Reconciliation & Controls: Automated reconciliation engines and audit frameworks  

 These accelerators significantly reduce manual effort, improve data quality, and enable faster 
time-to-market for data products. 

Cloud Security Services 

Coforge Cyber security solutions actively integrate an organization’s existing security tools (thus 
leveraging their current investments) into a common cyber security architecture to accelerate, 
automate and orchestrate processes for incident prevention, detection, and response. Our cyber 
security services help customers defend against cyberattacks with proactive, industry-specific 
threat intelligence to deliver a secure business ecosystem. 

Our cyber security services provide greater maturity in terms of Identification, Detection, 
Response, and Recovery from cyber threats while providing a single view of enterprise security 
risk posture. 

Data Process Automation (DPA) 

Coforge team is primarily concentrating on spearheading low-code tools like Pega, Appian, and 
OutSystems, while maintaining strategic partnerships with its clients. Coforge DPA Practice is one 
of the largest niche players in the Digital Process Automation (DPA’) and low code market. DPA 
Practice helps global organizations realize their Digital Integration goals through the agile delivery 
of enterprise through DPA with AI solutions. Coforge low code and DPA’s Practice has dedicated 
and experienced teams for customer engagements. 

Coforge DPA Pega Practice: 

• 1350+ Pega Certified Consultants, total certifications 1900+ 
• Highest Practice Certification of any Pega Partner Globally with 142+ Certified Lead 

System Architects (Across all levels) 
• Multiple Development Center, ODC and Nearshore centers, 350+ large scale Pega projects 

delivered till date 
• Recognized as the leader in Everest in FY 25. Recognized as trail blazer in HFS Research. 
• 15+ Solution accelerators (industry and AI) in Pega space 
• In 2024 Pega world, awarded for intelligent automation for the work in AFLAC. 
• Known as second surgical partner.  Also recognized by Pega as specialised partner for 

Specialties 
• Customer Service (Americas) 
• Delivery (Americas, Asia Pacific, EMEA) 
• Manufacturing (Americas) 

Coforge Appian Practice: 

• 350+ Appian consultants with 180 Associate Developer, 150 Senior Developer and 30 Lead 
Developer certifications 

• A Premier Partner to Appian with a partnership ranging 12+ years  
• Recognized as Leader in Low Code Application Development Services in Appian by Everest 

PEAK Matrix Report 2023 
• Early Adopters of Appian’s latest versions and its features  
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• Appian Centre of Excellence – Hyderabad and Bengaluru       
• 10+ industry solution accelerators 

Coforge Outsystems Practice: 

• 10+ Outsystems certified consultants  
• Multiple Development Center, ODC and Nearshore centers 
• Outsystems Centre of Excellence – Hyderabad and Bengaluru 

Coforge Power Platform Practice: 

• 15+ Power Platform certified consultants  
• Power Platform Center of Excellence - Hyderabad 
• industry solution accelerators 

Service Desk Call Support  

WPS delivery center provides IT services that include level 1,2,3 service desk including premium 
support services, deskside support, access & audit support, IT deployment, infrastructure 
support, lab services, and network operations support. 

Quality & Digital Assurance  

The Promise of Cigniti offers independent quality engineering and a wide range of software 
testing services and solutions for the next generation enterprises and ISVs across the globe. 
Cigniti’s experienced and deep skilled quality assurance professionals have a hands-on, end-to-
end understanding of the challenges faced by enterprises while on the path of digital 
transformation. Cigniti implements the best possible software testing methodologies and 
applications, a Testing Center of Excellence, and world-class software testing labs to deliver on 
its promise of Quality Engineering, Quality Assurance, and Digital Assurance. Irrespective of 
desktop, mobile or next-gen-based applications, Cigniti’s software testing specialists work with a 
focused approach to help you get more out of testing efforts and improve time to market, and 
thus, ROI. Advisory and Transformation Services –  

• Test Advisory & Transformation Services  
• Testing Center of Excellence  
• DevOps Transformation Quality Engineering –  
• DevOps Testing  
• Compatibility Testing  
• Functional Testing 
• Performance Testing 
• Regression Testing  
• Security Testing 
• Test Automation 
• Crowdsourced Testing  
• Quality Engineering Digital Assurance  
• Artificial Intelligence Testing 
• Big Data & Analytics Testing 
• Blockchain Testing  
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• Cloud Migration Assurance  
• Security Assurance  
• Internet of Things (IoT) Testing  
• Mobile Testing 
• Robotic Process Automation (RPA)  
• 5G Assurance Services & Digital Engineering Services –  
• Product Engineering 
• Agile Transformation  
• Data Engineering and Insights 
• Business Intelligence / Visualization 
• AI/ML • Blockchain  
• DevOps Transformation 
• Intelligent Automation – RPA 

3.3 Overview of Services 

Coforge operates in a defined structured system manner to provide services to its clients 
including, policies and procedures, governance, support functions and application systems. The 
policies and procedures provide guidance to the users regarding the process to be followed for 
providing the services and assist in the consistent implementation of the same. The governance 
structure establishes a structure for operating the system and assists in demonstrating 
management commitment for the same. The defined processes for information systems are 
implemented by Coforge to support the processes followed to provide services to its clients. As 
Coforge caters to a diverse range of clients, each with unique requirements, the system functions 
at a higher level, detached from the specific operations of individual clients. Consequently, the 
system description may not encompass every aspect of general operating controls that each 
client deems crucial for its distinct environment. 

3.4 Principal Service Commitments and System Requirements 

Coforge designs its processes and procedures related to customer experience and customer 
management to meet its applicable trust services criteria. Those objectives are based on the 
service commitments that Coforge yields to user entities and the financial, operational, and 
compliance requirements that Coforge has established for these services. Coforge is responsible 
for its service commitments and system requirements and for designing, implementing, and 
operating effectiveness of controls within the system, to provide reasonable assurance that the 
service commitments and system requirements are achieved. Coforge has defined standard 
templates for executing contracts with user entities. Security, Confidentiality, Availability and 
Privacy clauses are included as a part of the contract template. Service commitments of Coforge 
with user entities include, but are not limited to, the following: 

Security, Confidentiality, Availability, Integrity and Privacy commitments to user entities are 
documented and communicated in agreement agreed upon with its user entities and include 
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Coforge’s responsibility to implement and monitor security measures. These include broad set of 
security commitments related to: 

Security: Coforge has made commitments related to securing customer data. These 
commitments are addressed through measures including authentication mechanisms, physical 
security and other relevant security controls. 

Availability: Coforge has made commitments related to making the system available in case of 
any disaster through business continuity policies, disaster recovery plans and offsite movement 
of back up data from primary site to secondary site. 

Confidentiality: Coforge has made commitments related to maintaining the confidentiality of 
information through information classification, workplace security guidelines and record 
retention policies. 

Integrity: Coforge is committed to maintaining the integrity of its systems and data by ensuring 
that all information processing is complete, accurate, valid, and safeguarded against 
unauthorized modification throughout its lifecycle. 

Privacy: Coforge is committed to collection, use, retention, disclosure and disposal of personal 
information to meet entities objectives. 

3.5 Relevant Aspects of Overall Control Environment 

Broadly defined, internal control is a systematic process designed to provide reasonable 
assurance regarding the realization of specific objectives in accountability, effectiveness, and 
efficiency of operations, reliability of financial reporting, and compliance with numerous laws 
and regulations. Coforge recognizes the importance of internal controls and has instituted several 
sound policies within the organization. As a result, numerous qualitative and quantitative 
elements are implemented and utilized throughout the organization. These very elements, which 
are permeated within the organization’s control structure, consist of the following four major 
components: 

Control Environment; 

Risk Assessment; 

Information and Communication Systems; and 

Monitoring 

3.5.1 Control Environment 

The Service Organization has established an internal controls framework that reflects the overall 
control environment within the organization and its various processes, risk assessment 
procedures, control activities that help in meeting the overall applicable trust services criteria, 
information and communication, and monitoring component of internal control. 

Communication and Enforcement of Integrity and Ethical Values 
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The Service Organization has designed and implemented formal HR policies and procedures. 
These policies and procedures are communicated to the new hires at the time of the ‘Induction 
program’ conducted by the HR Department. Employees are required to sign an Acceptable Usage 
Policy (‘AUP’) and Non-Disclosure Agreement (‘NDA’) at the time of joining. The Acceptable 
Usage Policy & Non- disclosure agreement states the responsibility of each employee towards 
preserving the confidentiality and integrity of information within the organization. New joiner 
submits the documents on joining date and onboarding team validates and checks if NDA/ AUP 
is signed or not within two working days. If NDA/ AUP is signed, documents to be stored in 
employee personal file and if NDA/ AUP not signed, mail to employee and cc to manager advising 
them to immediately sign and share the NDA. In case of no response, then escalate further to 
Location HR head and employee is not on boarded on any project / business function / enabling 
functions unless the signed documents are sent to the HR. Formal agreements are in place with 
related parties and vendors. These agreements include confidentiality commitments applicable 
to that entity. 

Workstations / Laptops and media devices are formatted prior to disposal or decommissioning 
in accordance with the data disposal guidelines; 

Roles and responsibilities are defined and documented in job descriptions by HR team for 
designations / job levels. The Requisition Request (‘RR’) raised by the respective Business 
manager, includes the mandatory requirements such as experience, job description, roles and 
responsibilities. The RR is approved by the supervisor. Roles and responsibilities from RR are 
defined on Requisition Request portal and shared with the new joiner at the time of interview 
(Control #57); 

Keys contacts of parties including emergency contacts and business continuity responsible team 
contacts are documented in BCP plan; 

Governance meetings with the Board of Directors are conducted on a bi-annual basis to have a 
discussion around the Service Organization’s objectives; 

Personnel are informed of the KPAs and expectations for their roles and responsibilities through 
documented goal sheet on an annual basis. Manager conducts employee performance 
evaluation based on the defined KRA's on an annual basis; 

Town halls / Security Meetings are held by management on monthly basis to apprise employees 
of organization commitments, objectives, expectations related to information security; and 

Employees joining the Service Organization undergo the ‘Induction program’, which covers the 
brief description of organization and the guideline related to information security. 

Personnel are informed of the KPAs and expectations for their roles and responsibilities through 
a documented goal sheet on an annual basis (Control #55). 

Service Delivery Model 

The Service Organization manages operations with a diverse set of applications and technologies, 
which align to its customer information system. The Service Organization provides services to its 
user entities through various operating models. The operating models offered, and their features 
include the following: 
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Shared Operating Model: 

The major characteristics applicable to IT system under the shared operating model are as follow:  

• Logical network segregation for different user entities over corporate network; 
• Dedicated virtual local network (VLAN’)/shared wide area network; 
• Shared processing area; 
• Leverage corporate infrastructure; 
• Access to corporate infrastructure; and 
• Access to corporate business application. 

Internet access is provided in accordance with user entity’s specific requirement. 

Dedicated Operating Model: 

The major characteristics applicable to IT system under the dedicated operating model are as 
follow:  

• Physical network segregation; 
• Dedicated network / dedicated internet and MPLS links 
• Dedicated processing area. 

 Isolated Operating Model: 

The major characteristics applicable to IT system under the Isolated Operating model are as 
follow: 

• Network Isolated from the Service Organization’s network; 
• Client owned network and device extended to the Service Organization’s premises;  
• Dedicated processing area. 

Oversight by Board of Directors 

The Board of Directors of the Service Organization sets high standards of conduct for employees, 
officers, and directors. Implicit in this philosophy is the importance of sound corporate 
governance. It is the duty of the Board of Directors to serve as a prudent fiduciary for 
shareholders and to oversee the management of the company's business. To fulfil its 
responsibilities and to discharge its duty, the Board of Directors follows the procedures and 
standards that are set forth in the corporate governance guidelines. 

The Board of Directors of the Service Organization consists of nine members, two executive, two 
non-executive and five non-executive independent members. The Board reviews operating 
performance, business strategy, corporate governance, and has laid down a risk management 
framework and evaluates risks which may affect the organization and its business of the 
Company. The Board comprises of members with strong leadership and management experience 
providing an effective and efficient leadership structure that is appropriate for the company. Four 
members of the Board, including the Chairman of the board, are independent directors. 

The Board administers its oversight function directly through Audit Committee, Nomination and 
Remuneration Committee, Stakeholders’ Relationship Committee, Risk Management Committee 
and CSR & ESG Committee and the Executive Leadership Council (‘ELC’) of the Service 
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Organization. The Board meets throughout the year on a set schedule to review operating 
performance, business strategy, corporate governance, and risks. 

Town halls/ security meetings are held by management on quarterly basis to apprise employees 
of organization commitments, integrity, performance, objectives, expectations, and milestones 
(Control #72). 

The ELC, chaired by the CEO & Executive Director (Mr. Sudhir Singh), comprises of the Chief 
People Officer (‘CPO’), CDO & CFO and the Leadership Team of the Service Organization. The ELC 
is responsible for providing leadership and oversight for effective management of strategic, 
operational, managerial, business, legal, regulatory, and reputational risks. 

The Board also actively reviews the activities of the company’s various functional groups and 
takes action with respect to its fiduciary responsibilities. Additionally, the Board raises questions 
and pursues key initiatives with executive management of the company. The Board receives 
updates from CEO and executive management with respect to potential operational, managerial, 
business, legal, regulatory, and reputational risks that may arise in the course of business. 

Governance meetings with the Board of Directors are conducted on a quarterly basis to have a 
discussion around the Service Organization’s objectives (Control #74). 

The Board has five formal committees including the Audit Committee, the Nomination and 
Remuneration Committee, and the Stakeholders Committee, Risk Management Committee & 
CSR & ESG Committee, whose responsibilities are defined in their respective charters published 
on the company’s website. 

Audit Committee 

The Audit Committee is primarily responsible for assisting the Board in fulfilling its oversight 
responsibilities relating to the quality and integrity of the company's financial reports, financial 
reporting processes and system of internal controls, compliance with legal and regulatory 
requirements, and performance of the company’s internal audit function, and public accounting 
firm, recommendation and approval of quarterly and annual accounts of the company. 

Nomination and Remuneration Committee 

The Nomination and Remuneration Committee is required to devise a policy to lay down a 
framework in relation to remuneration of Directors, key managerial personnel and other 
employees. This policy shall also act as a guideline for determining, inter-alia, qualifications, 
positive attributes and independence of a Director, matters relating to appointment, removal 
and evaluation of performance of the Directors, key managerial personnel, senior management 
and other employees. Role of the committee involves: 

1. Formulation of the criteria for determining qualifications, positive attributes and 
independence of a director; 

2. To identify persons who are qualified to become directors and who may be appointed in 
senior management in accordance with the criteria laid down, recommend to the Board 
their appointment and removal; 

3. Recommend to the Board a remuneration policy for the directors, key managerial 
personnel and senior management; 
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4. Formulation of criteria for evaluation of every director’s performance; 
5. To recommend to the Board, plans and process for succession for appointments to the 

Board and senior management; 
6. To recommend to the Board, all remuneration, in whatever form, payable to senior 

management; 
7. Devising a policy on Board diversity; and 
8. To formulate and administer the Company’s Employee Stock Option Programs from time 

to time. 

Stakeholder Committee 

The Stakeholder’s Committee is primarily responsible for: 

1. Resolving the grievances of the security holders including complaints related to 
transfer/transmission of shares, issue of new/duplicate share certificates (delegated to 
Share Transfer Committee), non-receipt of annual report, non-receipt of declared 
dividends, general meetings etc.; 

2. Review of measures taken for effective exercise of voting rights by shareholders; 
3. Review of adherence to the service standards adopted by the company in respect of 

various services being rendered by the Registrar & Share Transfer Agent; and 
4. Review of the various measures and initiatives taken by the Company for reducing the 

quantum of unclaimed dividends and ensuring timely receipt of dividend warrants/annual 
reports/statutory notices by the shareholders of the company. 

Risk Management Committee 

The Committee primarily has following roles and responsibilities: 

1. Formulate and oversee the implementation of Risk Management Policy of the Company; 
2. Manage the annual risk assessment process and formulation of risk mitigation 

procedures; 
3. Monitor the internal & external risk including risk associated with cyber security and 

formulation/ oversee plan for mitigation of these risks; 
4. Monitor the implementation of improvements in the policy, including the planned actions 

arising from Audit Committee/ Board deliberations, if any; and 
5. Any other roles and responsibility as may be prescribed under applicable laws/regulations 

as amended from time to time. 

Corporate Social Responsibility & ESG Committee 

The committee primarily has following roles and responsibilities: 

1. Formulating this CSR & ESG Policy in accordance with the provisions of the act and rules 
thereunder and recommending modifications to the same in a periodical  manner; 

2. Identification of the initiatives and specification of the projects and programs for CSR and 
recommending the same to the board; 

3. Recommending the CSR budget and amount of expenditure to be incurred by Coforge on 
CSR activities; 
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4. Putting in place a transparent monitoring mechanism for implementation of the 
programs, projects and activities undertaken under this policy and proper utilization of 
funds; 

5. Periodically updating the Board on the progress being made in the planned activities; and 
6. Providing a responsibility statement in the Board’s report as to whether the 

implementation of the projects and programs follows and fulfils the objectives of this 
policy. 

Organization Structure 

The organizational structure of the Service Organization’s support operation, which provides the 
overall framework for planning, directing and controlling operations, has segregated business 
functions into different functional verticals according to job responsibilities. The following figure 
depicts the organization structure of the Service Organization. 

 

Acronyms used in the chart: 

CEO-Chief Executive Officer; 

EVP-Executive Vice President; 

AVP-Associate Vice President; 

SVP- Senior Vice President; 

VP- Vice President; 

BFSI-Banking, Financial Services and Insurance; 

BPO-Business Process Outsourcing; 

CIO-Chief Information Officer; 

CISO-Chief Information Security Officer; 
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CPO – Chief People Officer; 

CSO-Commercial Service Organization; 

COO-Chief Operation Officer; 

TA-Talent Acquisition; 

GM-General Manager; 

HR-Human Resource; 

CIMS-Cloud Infrastructure Management Services;  

IS-Information Security; 

IT-Information Technology;  

CL-Coforge Limited;  

PS-Physical Security; 

AC-Access Control; 

QA-Quality Assurance; 

SAM-Software Asset Management; 

IST-Information Security Team; 

TTH-Travel, Transport and Health; 

ADC-Asset Disposal Committee; 

DPO-Data Protection Officer; and 

SOC-Security Operations Center. 

Assignment of Authority and Responsibility 

CEO is responsible for: 

• The Chief Executive Officer (‘CEO’) is responsible for overseeing the overall operations of 
the Service Organization;  

• The CEO is supported by the CFO- Chief financial officer (‘CFO’), Chief People Officer 
(‘CPO’) EVP & Global Heads for Travel, Transportation & Logistics, Insurance, Banking & 
Financial Services, EVP & Global business Head & SVP, Heads of business advisory and EVP 
& Head ; and  

• The CISO is responsible for implementing Information Security at the Service Organization 
and is supported by the Information Security (‘IS’) Team. The CIO is responsible for 
reviewing and evaluating the technology strategy and requirements across the Service 
Organization and is supported by Managers – Information Technology (‘IT’). 

Results from external audit assessments conducted by third parties are discussed and shared 
with the CEO by the Management as a part of the annual meeting (Control #75). 
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The Chief People Officer (‘CPO’) is responsible for overseeing operations of the HR Department 
at the Service Organization and is supported by the Sr. Vice President – Human Resource (‘HR’). 

The Chief Operating Officer (COO’) is responsible for overseeing the operation of the IT and 
Delivery, technology at the Service Organization and is supported by CIO, SVP-CSO, SVP-
engineering and SVP-CIMS. 

Senior Vice President (‘SVP’) for Commercial Service Organization (‘CSO’) is responsible for 
overseeing the operations of CSO Department at the Service Organization. 

The EVP & Business Unit (‘BU’) head - BPO is responsible for overseeing the overall operations at 
Coforge Limited (CL’), the BPO operations of the Service Organization. The EVP & Business Unit 
head - BPO is supported by the SVP &Global Delivery Head - BFSI & Travel - to manage 
Operations-related functions of CSS. 

Responsible for overseeing functions of the HR team comprising of HR strategy, recruitment, 
learning & development, talent management, and compensation & benefits. 

Chief Information Security Officer (CISO’) is responsible for: 

• Developing and implementing the information security compliance program across the 
Service Organization;  

• Initiating internal and external security reviews and ensuring that action is taken to rectify 
any non-conformances identified; 

• Review, investigate, and close information security incidents within defined SLAs; escalate 
critical issues as needed. 

• Is responsible for reviewing and amending the security policy and implementing it after 
approval from ISSC. Ensuring that provisions are in place for the continued protection of 
information system resources within the organization; 

• Initiating internal and external information security reviews and ensuring that corrective 
action is taken for any non-conformances identified; 

• Reviewing, amending, and implementing information security policies;  
• Helping the IS officer in preparing annual audit plan and schedule; and 
• Planning, arranging, and coordinating independent system and Business Continuity Plan 

(‘BCP’) audits; and communicating any changes in the IS policies to stakeholders. 
• Ensuring that provisions are in place for the continued protection of information system 

resources in the organization. 
• Initiating internal and external security reviews and ensuring that action is taken to rectify 

any non-conformances identified. 
• Review, analyse and escalate the information security incidents reported in the company. 
• Arrange for independent systems audit and resolution of security related issues reported 

by the systems audit. 
• Act as custodian for systems audit - tools, work papers and reports. 
• Acts as BCP Coordinator. 
• Develop growth strategies towards the information security.  
• Act as a final authority for implementation of all IT security components related to the IT 

function. 
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• Is responsible for communicating any changes in the security policy to all stake holders. 
• Act as convener of ISSC meetings. 
• In co-ordination with EDE, incorporates internal audit checks to verify the compliance to 

the ISMS and detect incidents. 
• Is ultimately responsible for Information security activities in Coforge. 
• Is responsible for risk assessment at Org level related to Information security.  

Governance, Risk and Compliance Team (‘GRC’) is responsible for: 

• Review, analyse and escalate the information security incidents reported in the 
organization, Complete investigation, and closure of incident as per the defined SLA. 

• Performing risk assessment for service obtained from third party vendor. Reviewing 
system and organization control report shared by high-risk vendor; Preparing annual 
audit plan and audit schedule. 

• Support business functions and enabling functions in maintaining the security posture of 
the organization. 

• Establish review mechanism to ensure the policies and procedures laid under ISMS are 
followed and adhered to at all times. 

• Initiate and assist with performing Risk assessment as per the Risk assessment plan and 
report to CISO. 

• Liaise with third party security providers to enhance the security posture of the 
organization. 

• Arrange for independent systems / internal audit and resolution of security related issues 
reported by the systems audit. 

• Initiate internal and external security reviews and ensuring that action is taken to rectify 
any non-conformances identified. 

• Provide training on information security as part of the induction program to the new 
employees. 

• Conducting Information Security Internal Audits (‘ISIA’) in accordance with the audit plan 
and schedule, the taking corrective action for gaps identified; and 

• Monitoring the BCP and Disaster Recovery (‘DR’) drill of various user entities projects at 
the Service Organization. 

• Provide training on information security as part of the induction program to the new 
employees. 

The Service Organization has developed a Supplier Relationship Policy based on the ISO 
27001:2022 (‘ISMS’) framework. Vendor risk assessment framework is established to manage 
third party risks. Vendors undergo vendor risk assessment while on boarding (Control #45). 

The Service Organization has formal agreements / contracts with related third-parties or vendors. 
These formal agreements/ contracts include clauses relating to confidentiality, security controls, 
etc. as applicable to that engagement with the third-party or vendor (Control #46). 

The Service Organization obtains SOC reports from Sub Service Organizations and the 
Information Security team reviews them on annual basis (Control #37). 
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On a Periodic , IS Officer conducts Internal Audit (‘IA’) for evaluation of design and operating 
effectiveness of ISMS controls for Administration, IT, HR and Projects. 

Audit findings are documented within ISMS Internal Audit report, and audit findings are 
categorized as ‘Major NC (non-conformances)’, or ‘Minor NC’, Observations & ‘OFI 
(Opportunities for Improvement)’ based on criticality of the finding. The IS Officer tracks the 
status of audit findings to ensure that corrective action(s) are taken in a timely manner (Control 
#3). 

The Service Organization has defined and documented a formal risk management procedure that 
specifies risk tolerances and the process for evaluating risks based on identified threats and 
specified tolerances. Documents are reviewed by CISO and approved by CIO, annually or in case 
of any significant changes (Control #4). 

On a periodic basis, the IS Officer conducts Information Security based Risk Assessment (‘RA’) for 
support departments (HR, Administration, IT) to identify threats and vulnerabilities, in 
accordance with the defined guidelines and template within RA Methodology document. 

The respective department SPOC in collaboration with IS Officer documents the risk mitigation 
plans for the threats and vulnerabilities identified during the RA and tracks the same to closure 
with respective business (Control #5). 

On a bi-annual basis, the respective Program Manager conducts Information Security based Risk 
Assessment (‘RA’) for project to identify threats and vulnerabilities, in accordance with the 
defined guidelines and template within RA Methodology document. 

In case of any threats and vulnerabilities identified during the RA, Project SPOC communicates 
the RA report to the IS Officer. The SPOC in collaboration with IS Officer documents the Risk 
mitigation plans for the threats and vulnerabilities identified during the RA and tracks the same 
to closure with respective business (Control #6). 

Data Protection Officer (‘DPO’) is responsible for: 

• Review and recommend best practices to be incorporated in Privacy framework. 
• Co-ordinate with internal stakeholders to assist them in implementation of applicable 

privacy policies and related procedures; 
• Organize periodic review meetings to review the effectiveness of the Privacy framework 

with Data Privacy Management Core Group (DPMCG); 
• Act as a point of contact for the organization on privacy matters, including coordination 

with regulatory and authorities, where applicable. 
• Oversee the development and maintenance of breach notifications (including 

notifications to data subjects and data controllers), as required under applicable laws. 
• Advice and support the DPMCG in implementing the preventive and corrective actions 

arising from privacy risks, incidents, or audit findings. 
• Oversee and maintain centralized privacy capabilities, processes, and supporting tools, as 

applicable.  
• Monitor and ensure that periodic audits and Data Protection Impact Assessments (DPIAs) 

are conducted in accordance with applicable laws and internal policies.  
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• Review personal data inventories and DPIA outcomes and ensure a centralized record is 
maintained. 

• Monitor developments in global privacy regulatory expectations, pending regulatory 
changes, and emerging trends, and recommend actions to ensure ongoing compliance. 

• Develop privacy training and awareness materials and oversee the effectiveness of 
enterprise-wide privacy training programs.  

• Review and assess privacy implications of new projects or changes to existing 
technologies or business processes involving the collection, use, sharing, or disclosure of 
personal data. 

• Report enterprise-wide privacy matters and initiatives to the senior management and 
relevant governance forum.   

Cyber Intelligence Center (‘CIC’) team (SOC) is responsible for reviewing, analyzing the logs via 
SIEM, Vulnerability Analysis, Malware Analysis, Forensic Analysis, DLP, etc. 

CIC Analyst L1 is responsible for:  

• Monitoring 24x7 real-time monitoring of offenses in QRadar for potential cyber threats. 
• Investigating offenses in the QRadar console and escalating to L2 analysts in cases of 

suspected or confirmed suspicious activity. 
• Reviewing scheduled reports during the shift and sharing relevant findings with L2 

analysts. 
• Managing SRs/incidents assigned to the CIC group in the Service Desk portal, including 

requests related to software, scripts, URLs, and administrative access approvals. 
• Drafting security advisories on a regular basis and sharing them with shift leads for review 

and approval. 
• Preparing and sharing end-of-shift reports. 
• Providing proper handover of pending offenses to the incoming shift. 
• Summarizing shift activities as per the defined template and circulating the summary via 

email. 
• Creating reports as required by the project (monthly and ad hoc). 
• Proactive blocking of identified IOCs at the perimeter level 

CIC Analyst L2 is responsible for:  

• Monitoring offenses from Qradar in real-time 24x7 for possible cyber threats.  
• Reviewing offenses escalated by L1 team for potential incidents.  
• Inform relevant stakeholders on any suspicious/true positive cases along with analysis 

and mitigation steps.  
• Ensuring all offenses are monitored, reviewed, and closed during their respective shift by 

L1 team.  
• Review DLP and Office 365 alerts triggering directly from respective consoles.  
• Provide inputs for monthly MOR.  
• Weekly trend analysis on offenses and potential fine-tuning in configured rules.  
• Conduct RCA on critical incidents and share the process gaps 

CIC Admin is responsible for: 



 
 

Confidential   Page 36 of 129 

• Maintain regular health check of Qradar ensuring smooth functioning of all components. 
Prepare formal health check report and send it in morning shift.  

• Timely reporting of Qradar issue with concerned team in case of hardware/ functionality 
issues.  

• Raising support cases with IBM support team and coordinating for timely resolution of 
ongoing issues Configuring and fine-tuning of new/existing use cases.  

• Handling of Qradar upgrades/updates  
• Maintaining IBM Support tracker and downtime tracker and sending shift handover at 

end of each shift. 

The intrusion detection systems generate alerts periodically to notify the presence of identified 
threats. These alerts are then categorized as cases and subsequently investigated and resolved 
by the IT team in accordance with instructions and notifications from the Cyber Intelligence 
Center (‘CIC’) (Control #32). 

Delivery Head – IT is responsible for: 

• Managing IT Services and Infrastructure; Approving ‘IT Service Management plan’; 
• Supporting Operations Department in project specific customer service delivery;  
• Monitoring performance against Service Level Agreement (‘SLA’) for technology issues;  
• Reviewing and authorizing access to the server room; and 
• Analyzing the root cause of faults, identifying areas of improvement, and implementing 

defined systems and    procedures. 

Manager – IT is responsible for: 

• Collating, analyzing, and assigning customer complaints to relevant team members for 
resolution; Ensuring timely resolution of complaints and pending issues; 

• Supporting front-end operations and client management teams; 
• Reviewing and updating ‘IT Service Management Plan & other operations related 

document’; Authorizing user access to the networks & servers and VPN access; and 
• Approving access reconciliation of domain IDs. 

Manager, Software Asset   Management (‘SAM’) is responsible for: 

• Approving the new software installation requests; 
• Managing opportunities for renewals, software licensing, and services; and 
• Maintaining information for budgeting for software compliance & inventory and contract 

summaries; and  
• Performing reconciliation between active license and separated employees. 

Associate IT responsible for: 

• Creating and revoking domain ID; 
• Performing reconciliation between active domain IDs and the list of current employees 

and taking corrective actions suggested by the Manager-IT; 
• Analyzing and resolving IT incidents in a timely basis;  
• Testing and deployment patches within workstation and servers; and 
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• Hardening workstations, servers, and network devices as per hardening guidelines. 
Analyzing and resolving IT Service tickets on a timely basis. 

Associate SAM is responsible for: 

• Approving/ removal of software installation as per SAM policy. Prepare SAM (Software 
/Compliance etc.) reports; 

• Raise purchase request. 
• Users requiring software raises a service request within the IT Service Desk tool and the 

requested software is installed by the Associate - IT post approval from user’s supervisor 
and the Associate - Software Asset Management (‘SAM’). Ability to download software 
on workstations is disabled for end users (Control #27). 

SVP – HR is responsible for: 

• Developing and implementing the Service Organization’ s human resources strategy to 
support the Service Organization’ s business objectives;  

• Establishing HR objectives in line with organizational objectives; and 
• Planning and budgeting manpower. 

General Manager (GM) - HR is responsible for: 

• Supporting Operations Department with employee development and counselling 
activities; Planning and executing ‘Employee Engagement’ initiatives; 

• Conducting periodic employee surveys to collate insights at workplace and in turn design 
employee interventions to address concern areas; 

• Managing induction training for new employees;  
• Managing employees transfer and separation; 
• Evaluating HR practices and improvement opportunities in line with industry leading 

practices; and 
• Supporting and counselling managers to effectively manage teams to ensure higher 

employee productivity. 

Associate HR is responsible for: 

• Conducting Background Verification for new joiners; Conducting Induction training 
program for new joiners; Managing employees transfer and separation; 

• Requesting Associate – IT for creation and revocation of domain IDs for new joiners and 
separated employees respectively; 

• Updating new joiner information (including domain ID) within the SAP application; 
• Tracking training status of employee and escalating to supervisor or if training assign to 

his/her is not completed within stipulated timeline; 
• Driving employee development, welfare, and performance management programs; and 

Maintaining employee records. 
• The Service Organization has defined and documented Human Resources (‘HR’) policies 

and procedures to address the following areas: 
• On boarding of employees;  
• Transfer of employees; 



 
 

Confidential   Page 38 of 129 

• Separation of employees; 
• Background Verification; and 
• Training and Development 

The HR policies and procedures are reviewed and approved by the respective HR Head at-least 
annually, or in case of any major changes (Control #51). 

VP – Resource Management Group (‘RMG’) is responsible for: 

• Developing and implementing strategy to ensure the Service Organization’s TA team 
support business objectives effectively; 

• Planning and budgeting manpower; 
• Work closely with CRO to ensure maximum fulfilment of demands and overall CPH is 

moderate. Planning incentives for team time to time to ensure more productivity; 
• Supporting and counselling managers to effectively manage teams and stakeholders to 

ensure Fulfilment on open demands; and 
• Strategizing to ensure different recruitment metrics are as per industry standard. 

Incorporating best practices in recruitment industry. 

Manager - RMG is responsible for: 

• Liaison with business on open demands and provide fulfilment projection. Reporting 
dashboards to business on fulfilment; 

• Allocating requirements and tracking progress; 
• Evaluating offers and ensuring they are as per defined salary ranges and validating 

appropriate documents. Regular connect with the business to discuss progress and 
challenges against open demands; 

• Monitoring team performance basis multiple criteria; 
• Present data on time to hire, cost per hire, grade wise, joiner ratio, diversity hires, source 

mix, demand fulfilment (vertical/ service lines) to TA Head; 
• Tracking objectives of team members and coaching them continuously to achieve them. 

Vendor Management; 
• Keeping tab on different TA policies and improvising wherever required; and 
• Work on multiple projects on process improvement within the function. Managing ramp 

ups for new team members on system and processes. 

Recruiter - RMG is responsible for: 

• Intake sessions with Hiring Manager to understand requirement. Posting jobs on career 
site, employee referrals and various job sites; 

• Sourcing profiles through different sourcing tools; 
• Reviewing profiles and job experiences of candidates. Scheduling multiple rounds of 

interviews; 
• Discussing remunerations with candidates and rolling out the offers; 
• Post offers follow up with offered candidates until joining; and 
• Submitting relevant documents to on-boarding team. 

Manager – Physical Security is responsible for: 
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• Conducting regular internal checks and physical verifications to validate implementation 
of systems and processes; 

• Coordinating client visits; 
• Providing safe and secure work environment; and Implementing Physical Security policies 

and processes. 
• Manager – Access Control is responsible for: 
• Managing and maintaining Access Control system infrastructure; Coordinating client 

visits, handling access requirements;  
• Providing safe and secure work environment; 
• Implementing Access Control policies and processes; and  
• Approving access of engineering and maintenance staff. 
• Associate – Physical Security is responsible for: 
• Managing and maintaining physical infrastructure; Procuring goods and services for 

facility management;  
• Monitoring entry to/ exit from premises; 
• Maintaining adequate environmental protection controls (e.g., Maintenance of 

firefighting equipment); and 
• Conducting fire drills. 

Associate – Access control is responsible for: 

• Implementing physical access processes; and 
• Granting and revoking access to the user entities work area and server rooms. 
• Asset disposal committee consists of the chairman, Chief financial officer, VP & Head CSO, 

and is responsible to approve the disposal of assets from the Service Organization. 
• Vice President (VP) – Cloud Infrastructure Management Services (‘CIMS’) is responsible 

for: 
• Establish technical credibility in front of client and sales cycles for the company, 

collaborating with the sales team to win new business; 
• Dive deep into complex technology environments, express these as industry standard 

architectures and well- articulated solution narratives; and 
• Develop strategy and functionality and demonstrate technical solutions to client. 

Practice head is responsible for: 

• Provide functional and/or technical expertise to plan, analyze, define solutions to the 
requirements for client’s objectives; 

• Provide a consistent approach for customers and partners to evaluate architectures, and 
implement designs that will scale over time based on five pillars of the Well-Architected 
Framework; 

• Prepare the spend estimate, solution schedule, work plan, and solution staff plan; and 
• Align final solution architecture including statement of work, schedules and other 

contractual documents with final terms and conditions. 

Cloud Support Team is responsible for: 



 
 

Confidential   Page 40 of 129 

• Take lead in developing the relevant delivery processes, SOP’s and identify improvements 
Ability to plan work tasks and conduct reviews; 

• Ability to identify and deploy cloud service management best practices. Communicate at 
all levels within internal, customer and partner organizations; 

• End to end management of assigned project track detailed delivery plans and 
maintenance; 

• Work closely with account partner in delivering and managing customer satisfaction, and 
overall growth of account. 

• Prepare business case for process. 
• EVP & Global Head – TTH/ BFS/Insurance (Banking and Financial Services) is responsible 

for: 
• Managing projects in line with the Business Unit strategies; Assisting the project team on 

costing and budgeting of projects; 
• Determining and managing communication and information needs of internal and 

external stakeholders; 
• Reviewing Project Health Report (‘PHR’) prepared by the Program Manager; and 
• Identifying relevant skills sets required for projects and staffing of projects; and 

Monitoring project status, and handling escalations, staffing issues and client satisfaction. 

Program Manager is responsible for: 

• Monitoring project execution; 
• Monitoring project progress such as status reports, client conferences, and so on; 
• Preparing and presenting PHR to the Delivery Head and Senior Management of the 

Service Organization; Reviewing risks and their mitigation plans; 
• Monitoring project costing and managing contracts with clients; 
• Billing the client for services in accordance with contractual agreements; 
• Performing project specific Risk Assessment (‘RA’) and identifying risk to business assets; 

and 
• Developing and coordinating business continuity strategies, and assessing financial 

impact, impact on customer relations, and regulatory impact in the event of disaster. 
• The SVP & Global Delivery Head of BFSI & Travel is responsible for overseeing user entity 

projects under the BFSI and Travel verticals of Coforge Limited (CL). The SVP & Global 
Delivery Head of BFSI & Travel is supported by the AVP & Department Head – Operations. 

AVP & Department Head - Operations is responsible for: 

• Overseeing operations and reviewing progress of various activities on a periodic basis; 
Planning for adequate staffing to ensure minimal impact of attrition; 

• Conducting annual appraisals and developing plans for performance improvement; and 
• Conducting governance meetings at agreed intervals. 

 

3.5.2 Risk Assessment 
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The Service Organization has a structured risk assessment framework available over SIRIUS, 
which is used for identifying, measuring, mitigating, and monitoring risks. Additionally, the 
Service Organization manages its risks through the following: 

Policies and procedures; Training and development; Internal audit and review process; and 

Oversight by the BoD (risk committee meeting) and Audit Committee; and Information security 
risk management process. 

The Service Organization has defined and documented a formal risk management procedure that 
specifies risk tolerances and the process for evaluating risks based on identified threats, 
opportunities, and specified tolerances. Documents are reviewed by CISO and approved by CIO, 
annually or in case of any significant changes (Control #4). 

The Service Organization performs risk assessments on services provided to user entities in order 
to identify and manage risks & opportunities that could affect services to those user Entities. 
Further, the Service Organization has a structured process to audit and ensure process 
compliance on a periodic basis in an effort to proactively reduce compliance risks. A risk 
assessment is performed annually. As part of this process, threats to system confidentiality are 
identified and the risk from these threats is formally assessed. 

The Service Organization follows a phased approach to risk assessment: 

Phase 1 - Information Asset Identification and Evaluation - This phase involves: 

- Producing an inventory of all information assets in the form of an Information Asset 
Register (‘IR51’). 

- Assigning Confidentiality, Integrity, and Availability (‘CIA’) ratings for identified 
Information Assets; and  

- Calculating overall Information Asset Criticality Rating. 

Phase 2 - Identification of Threats, Vulnerabilities and Risk Opportunities- This phase involves: 

- Identifying the potential causes of harm to the Information Assets i.e., the threats and 
vulnerabilities and preparing a Threat Library, including identification of opportunities.  

- Estimating the Threat Impact and Threat Likelihood; and 

- Evaluating existing controls and calculating the threat values. 

Phase 3 - Performing Risk Assessments - This phase involves: 

- Calculating Risk Value and Risk Rating for Information Assets; and   

- Preparing the Risk Treatment Plan and Accepted Risk Document. 

On a Periodic  basis, the respective Program Manager conducts Information Security based Risk 
Assessment (‘RA’) for project to identify threats and vulnerabilities, in accordance with the 
defined guidelines and template within RA Methodology document. 

In case of any threats and vulnerabilities identified during the RA, Project Manager communicates 
the RA report to the IS Officer. The IS Officer documents the Risk mitigation plans for the threats 
and vulnerabilities identified during the RA and tracks the same to closure with respective 
Program Manager. 
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The Service Organization has implemented firewall to protect the Service Organization corporate 
network against unauthorized security threats and intrusion from external sources. The firewall 
is implemented with default rule sets to allow traffic specifically configured within the rule sets. 
Access to the perimeter firewalls has been restricted to authorized personnel from the IT 
Department. 

For application development & infrastructure management support projects, compliance 
requirements related to security, availability and confidentiality are documented in legal 
obligation chart. Compliance to these requirements is verified on periodic basis by internal audit 
team. 

3.5.3 Information and Communication Systems 

Information Systems 

Internal communication 

E-mail is used as the primary tool for mass communication of information to employees. Major 
changes to roles and responsibilities and changes to key personnel are communicated to affected 
internal users via e-mails or intranet. 

Systems 

Desktops and laptops operating on Windows 11 Enterprise Operating System (‘OS’) and thin 
clients operating on Windows 11 Enterprise Embedded Operating System are used within the 
Service Organization. Domain controller, antivirus and patch management servers run on 
Windows Server 2019 and above. Password, account lockout and system lockout policy are 
pushed to the workstations using group policy settings from the domain controller. Additionally, 
a jump server is used to restrict access to network devices running on window server 2019, to 
which user are required to authenticate first to gain access to network device. 

Communication 

The communication methods include the corporate intranet, e- mails, communication boards, 
Microsoft teams channel, telephone, Voice over Internet Protocol (‘VoIP’), and video 
conferencing. These communications aids and help ensure adherence to the Service 
Organization’s policies and procedures. 

Corporate Intranet Portal 

The Service Organization employees have access to the corporate intranet portal, which acts as 
an information dissemination tool that provides the employees with easy access to policies and 
procedures and serves as a repository of important information on various activities within the 
organization. 

Corporate e-mail 

There are regular company news updates that are circulated to employees through e-mails which 
cover important organizational communications, corporate business wins, service awards, 
corporate events, cyber security & Data privacy bulletins, and activity updates. 

Telephone and VoIP 
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Telephone and VoIP are used for specific internal communication requirements between onsite 
and offshore employees of the Service Organization. 

Communication Boards 

Installed at prominent areas within the organization, these boards serve as an important means 
of communication for different functions. 

External communication 

External communication is critical to facilitate communication between user entities and Coforge 
in order to track progress, identify and resolve issues, if any, on a timely basis. Communication 
with user entities is maintained using e-mail or through telephonic calls. Major changes to roles 
and responsibilities and changes to key personnel are communicated to affected external users 
via e-mail, as applicable. Selected Coforge personnel have been provided e-mail IDs by their 
respective clients which they are required to use based on client delivery mandates / guidelines 
/ instructions. Periodic status review calls / meetings are conducted between Coforge and clients 
to discuss the status of project delivery, manpower, innovations, risks, operational challenges, 
etc. Timelines and due deliverables are also discussed. When a new project is started, a kick-off 
meeting is conducted to establish communication protocols and escalation matrix. 

Data Backup 

Backup Servers are taken on a daily, weekly, monthly basis and retained in accordance with the 
Backup Management policy. 

3.5.4 Monitoring 

Monitoring is a process that assess the quality of internal control performance on periodic basis. 
Monitoring controls define the ways in which senior management and the business unit 
continually: 

• evaluate internal and external risks faced by the Company; 
• formulate plans, policies, or procedures to mitigate these risks; and 
• monitor the effective completion or operation of these plans, policies, or procedures. 
• monitor the adherence to organizational objectives, security requirements, process re-

engineering, etc. 
• monitor emerging Cyber threats, providing user awareness, monitoring third party risks.  
• monitoring security incidents, threats, vulnerabilities, opportunities, corrective actions, 

etc. 

Coforge’s management and leadership team monitors the quality of internal control 
performance as a part of their ongoing activities. To assist in monitoring, Coforge’s management 
has implemented a series of management reports, which are reviewed by appropriate levels of 
management at defined frequency. Action is taken on these reports as and when necessary and 
is documented in the tracker accordingly.  
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3.6 Trust Services Criteria and Related Controls 
The Associate – HR initiates Background Verification (‘BGV’) at the Service Organization for new 
joiners (employees, trainees) and the same is completed within 10 working days of BGV initiation. 
BGV includes employee’s educational verification from Graduation onwards, previous 
employment verification of 5 years tenure, and global database check. In case of a negative BGV 
report, the employee is issued a show cause notice, and corrective actions are taken (the 
employee is terminated if the provided justification is not appropriate). 

Detailed BGV Procedures 

Screening 

All candidates for employment, retainers shall be screened, based on the accuracy of information 
provided in their curriculum vitae: 

• Educational and professional qualifications 

• Previous Employment Record 

• Database check including criminality for India and rest of the Globe. 

• Dual Employment 

Background checks shall be performed on candidates being considered for employment for the 
following roles: 

• All candidates for employment (including contractor’s)  

• Client specific checks – Drugs, Credit History, Criminal (criminality through law firm), Police 
Verification, Database check and Address Check, Identity check – Passport/PAN 

As regards client specific checks, it shall be the responsibility of the Project / Function managing 
the service to ensure compliance with MSA before deployment of staff to work. This will be 
initiated by the project and facilitated by the BGC team. 

In cases where the joining has been done on an immediate basis, post-joining BGC shall be 
initiated. 

The Final BGC report consists of the status, which is denoted by a color code. 

• Red – Major discrepancy 

• Amber/Yellow – Inaccessible for verification / Unable to verify inputs required/ Minor 
discrepancy. 

• Green – Clear report 

Guidelines for handling “Red” flagged cases: - 

• A Red status implies a major discrepancy involving falsified information document submission 
by candidate. This amounts to disciplinary action including and up to termination of employment. 

• The BGC report is shared with Business -HR and an explanation is sought from the candidate. 
Based on the candidate’s explanation and submission of any fresh document or evidence. 
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• HR/RMG approaches the BGC agency for re-verification. 

• If the color status changes from “Red” to “Green,” then the candidate’s employment 
continues, else it is terminated. 

Guidelines for handling “Amber/yellow” flagged cases: - 

• An Amber/yellow status implies that the data given by a candidate cannot be verified due to 
the concerned organization being inaccessible, or due to want of more inputs from candidate. 

• All Amber/yellow cases are notified to the Business- HR and an explanation is sought from the 
candidate. 

• Based on the candidate’s explanation and submission of any fresh document or evidence, 
HR/RMG approaches the BGC agency for a re-verification. 

• If the BGC status changes from “Amber/yellow” to “Green,” then the case is considered as 
closed. Otherwise, an approval is obtained from the Business HR Head and Business HR managers 
post discussion with Delivery Head/ODC Head for exemption. The BGC agency is notified 
regarding this decision. 

HR shall be responsible for maintaining records of all information generated by background 
checks. This information being Personal/ Sensitive Personal Information, shall be treated as 
confidential and the distribution, storage and disposal of such information shall be treated 
accordingly.  

Outsourced service vendors such as Security services, Housekeeping, etc. whose staff have access 
to Coforge facilities including restricted areas shall ensure that background checks, or police 
verification are performed on all their staff that is deputed to work in Coforge. The vendor shall 
provide the records for background verification/ Police verification to the concerned Coforge 
Project / Function managing the service for inspection as and when required. 

Information Security Training 

All new employees of the organization are informed about the information security requirements 
of the Service Organization as part of the orientation training program. Further, regular 
information security updates are provided to employees through communication programs. 

The Service Organization has developed an enterprise-wide Information Security Awareness and 
Training program, which is accessible through a learning portal to all employees. This is 
mandatory training which is to be undergone by all employees annually. 

The company has a whistle-blower policy which is available on the intranet portal and 
communicated to all the employees through annual awareness mailers (Control #73). 

The Service Organization has defined an organizational chart and quality manual documenting 
reporting lines and authoritative structures which are communicated to employees through the 
intranet portal. Changes to organization structure are communicated to the employees via 
email/portal. 

The Service Organization has defined an organizational chart and authoritative structures which 
are available to employees through the intranet portal (iShare), enabling the Service Organization 
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to meet its commitments and requirements as they relate to security, availability, and 
confidentiality. Changes to Organization structure are uploaded over intranet portal (iShare) 
(Control #78). 

All new hires (employees and contractors) are required to complete the Information Security 
Management System (‘ISMS’) awareness training and pass the assessment before their official 
start date (‘DOJ’) with the company (Control #47). 

The existing employees are required to undergo ISMS awareness refresher training on an annual 
basis. 

Privacy Compliance and Training 

Coforge Privacy Framework defines the policies, processes and guidelines mapped to applicable 
privacy laws. There are systematic and ongoing procedures and measures in place to ensure the 
compliance requirements of framework. The privacy framework is applicable to all processing of 
personal data at Coforge, whether it is done entirely or in part using automatically operating 
electronic systems or other methods. It also covers storage, access, collection, use, and disclosure 
as well as retention and destruction on both the corporate and client delivery sides. Further, all 
the data subjects such as employees, prospective employees and individual contractors (whether 
temporary or permanent), clients and client’s customers hereafter referred to as ‘data subjects’ 
are covered under this Framework. 

Key components include data mapping and inventory (identifying and documenting all personal 
data collected, processed & stored by organization), conducting DPIA to assess and mitigate data 
processing risks, implementing appropriate technical and organizational security measures, clear 
plan for reporting data breaches, guidelines for handling data subject rights, assessing and 
managing compliance of third party vendors, regular audits and assessment, incorporating 
privacy considerations into design of systems and processes, defining data retention policies and 
processes for secure deletion of data. DPO is appointed to monitor and review the compliances 
and conduct trainings & awareness across the organization.  

Periodic training and awareness sessions are conducted on privacy for employees who access 
and process the personal information of data subjects. All new employees of the organization are 
informed about the Privacy concepts and their responsibilities as part of the orientation training 
program and assessment is also conducted to ensure the effectiveness of training. 

The Service Organization has defined a disciplinary action policy for handling matters related to 
violation of company policies, breach of discipline, security breaches and misconduct of 
employee through appropriate disciplinary action (Control #71). 

OnBoarding Process and Offboarding Process 

OnBoarding 

At Coforge, we have implemented two onboarding methods: primary (automation-based) and 
secondary (semi-automated). 

1. Automated Onboarding: 
• The TA Team creates the employee profile in SAP, generating the employee ID. 
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• After the iSMS test is completed, SAP sends an email with the new joiner information to 
the Onboarding mailbox. 

• The Coforge IT Onboarding tool runs every 30 minutes, checks for new emails in the 
Onboarding mailbox, and downloads the attachments to its local server. 

• It converts the file into a CSV format and uploads the data to the iEngage database server 
for further processing and future reference. 

• The tool then starts creating the account by following multiple internal steps and updates 
the status on the database server. 

• Upon completion, it saves the account credentials on the database server and emails 
them to the IT team for device preparation and the HR team for communication purposes. 

• A separate ERP tool reads the completion status of each email account and sends the 
credentials to the joiner’s personal email and phone via email and text message. 

2. Semi-Automated Onboarding: 
• The TA team emails the joiner information to the IT team as part of normal 

communication. 
• The IT Service Desk or Location IT team (for overseas locations) fills in the joiner 

information along with the chosen credentials in our Hybrid portal of the On-Prem 
exchange server. 

• They update the employee ID and license code as per the joiner’s band information. 
• Upon saving the information, the account is synchronized to the cloud within 30 minutes, 

and the IT engineer shares the credentials with the TA team. 

Off-Boarding 

At Coforge, we have implemented several independent procedures to ensure data protection 
when users exit the organization. 

• When an e-exit is approved by the leaver’s supervisor, SAP sends an automated email to 
the HR and IT teams with the Last Working Day (LWD) details. 

• The IT Service Desk updates the LWD date as the account expiry date in Active Directory, 
ensuring that access is disabled on the LWD. 

• The IT Service Desk also updates the leave email and LWD in the SharePoint tracker used 
by the Off-Boarding Automation tool. 

• On the LWD, the ERP tool automatically disables the Active Directory (AD) object at the 
end of the day (EOD). 

• Additionally, on the LWD, the IT Service Desk team manually reviews and disables the AD 
object at EOD if it has not been done by the Automation tool. 

• The IT Off-Boarding Automation tool filters LWD data from SharePoint Off-Boarding data, 
reviews the sign-in status from Azure AD, and if the account is found to be disabled, it 
starts preserving the mailbox, removes group memberships, and clears the license 
assignment. 

• Email, OneDrive Delegation and email forwarding requests are processed separately 
manually. 

Security Operations Center (SOC) 

The primary purpose of the SOC is: 



 
 

Confidential   Page 48 of 129 

• Prevention of cybersecurity incidents through proactive:  
• Continuous threat analysis  
• Countermeasure deployment coordination  
• Security policy and architecture consulting.  
• Monitoring, detection, and analysis of potential intrusions in real time and through 

historical trending on security-relevant data sources. 
• Response to confirmed incidents, by coordinating resources and directing use of timely 

and appropriate countermeasures.  
• Providing situational awareness and reporting on cybersecurity status, incidents, and 

trends in adversary. 

SOC Process Workflow 

The SOC process workflow is in line with SANS five stages of targeted attack incident response 
process.  

 

 

Threat modelling is a structured approach to identify and evaluate potential security threats 
across all IT systems, application, and data assets. This includes analyzing the system’s 
architecture and data flows to identify where vulnerabilities could be exploited. For this a 
constant monitoring and analysis of potential threats across the surface web, the deep web and 
the dark web must be done. For this Coforge has subscribed to third party services wherein 
constant monitoring and analysis of potential threats are done. These services include:  

Domain monitoring:  

Domain verification (to help prevent misuse of our domain) and expiry monitoring;  

Domain SSL verification including verification of SSL on enumerated sub-domains; 

Sub-domain enumeration and listing including detection of login/registration pages;  
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Domain/sites which are similar to Coforge (and its affiliates) domain name, along with their 
phishing reputation check and content; 

Domain registration details along with risk rating and replicability of Coforge (and its affiliates), 
validating sites which use content from Coforge (and its affiliates); and 

Discover sites which are similar to Coforge (and its affiliates) & phishing suspects. 

Stimulated Phishing awareness campaigns are performed by the SOC team in collaboration with 
IST on a quarterly basis at entity level. Users who intentionally or unintentionally click to these 
phishing emails are auto-assigned trainings to create phishing awareness amongst users (Control 
#40). 

SOC team monitor audit logs of all devices through SIEM tool on a real time basis. Any exceptions/ 
deviations are reported through auto-generated alerts (Control #81). 

SIEM solution collects data from a variety of sources including network devices, firewalls, servers, 
and user activity logs (Control #82). 

SIEM collects and stores logs from various systems and devices for compliance for at least one 
year (Control #83). 

Monthly reviews are performed on logs collected and consolidated monthly reports are shared 
and discussed with senior management (Control #84).  

Data leakage/Breach (including potential): 

• Credential dumps of Coforge on dark web; 
• Searching credential availability notifications on password dumps;  
• DarkWeb marketplaces Monitoring for Coforge (and its affiliates) data;  
• Keeping a track marketplace listing of Coforge (and its affiliates) on DarkWeb;  
• Enumerate & check all documents on Coforge (and its affiliates) website for sensitive info;  
• Scrapping and search for sensitive information on all pages of any website;  
• Any web config and error which may/ reveal/s sensitive/ exploitable info;  
• Social web Scanning for any sensitive information; and 
• Classify nature of data/info leak & its severity. 

 DarkWeb Monitoring including:  

• Monitoring DarkWeb forums for malicious conversations;  
• Mails (especially Sr Mgmt. mails) which have been used on compromised sites/platforms 

and risk assessment of compromised emails along with rating;  
• Chatter/ data exchanges on DarkWeb forums (between hackers);  
• For any sensitive info regarding Coforge (and its affiliates) or its brand name;  
• Social web Scanning for any malicious chatter/ brand monitoring;  
• Monitoring cyber-crime forums and dark web forums, ransomware sites, Telegram and 

Discord channels, etc.; and 
• Provide insights into the activities of the threat actors, their targets, their motivations and 

their tools and techniques. 

For Vulnerability/ security Assessment including data organization assets: 
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• Scanning for potential vulnerable components; 
• Analyzing security misconfigure using reconnaissance information collection; 
• Conducting manual configuration audit (it also includes using query vectors, from outside) 

conducting regular pen testing, for vulnerabilities;  
• Name server detection for enterprise; 
• Name server binding configuration checks; 
• SOA, MX, NS and PTR Propagations / health records;  
• Existence and Effectiveness of DNSSEC; 
• DNS Zone Transfer Check;  
• Monitoring pingable network elements on customer net surface;  
• Port and protocol mapping detection on IP addresses; 
• Check for vulnerable versions of protocol servers; 
• Checking susceptibility for default accesses;  
• Checking for route traceability for network; and  
• Monitoring pingable network elements on customer net surface. 

API Keys/Cred/ code Leakage 

• Monitor and report GitHub and more public code repositories for API Keys and 
Credentials leakage; and  

• Monitor and report paste sites for code pastes, credential leakages, confidential key 
leakages. 

Compensation 

Employees are compensated based upon their performance as per the annual performance 
review plan. 

Skill Training 

HR/ training department develops a training program to meet skill development and awareness 
requirements of employees. 

Recruitment Process 

Human Resource policies and procedures for recruitment and separation are documented and 
made available to the employees through the Service Organization internal portal. Employees of 
the Service Organization are informed about the information security requirements at the time 
of induction through training. Periodic information security updates are provided to employees 
through periodic communication programs & monthly mass mailer. 

Induction 

New joiners are also required to go through the Service Organization’s policies and procedures, 
which is around the Service Organization and HR as part of their induction training program. The 
Service Organization has implemented formal HR policies and procedures, which are 
communicated to employees at the time of joining through the Employee Handbook. New 
employees are required to sign the following documents at the time of joining: 
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New joiners (employees and trainees) are required to sign the 'Acceptable Usage Policy' and 
'Non-Disclosure Agreement' confirming their understanding of policies and agreeing to adhere 
to the rules of non-disclosure on the date of joining (Control #54). New joiner submits the 
documents on Joining date and onboarding team validates and check if NDA/AUP is signed or not 
within two working days. 

Code of conduct is documented and is approved by Management board annually / whenever 
there is a change (Control #54). 

Employees are sensitized about HR related incidents and reporting mechanisms as part of code 
of conduct training. Employee misconduct is reported to dedicated email id handled by HR 
department/ Security team. Reported complaints are monitored and resolved by complaint 
committee. 

Reminder emails are sent to employees to address delays in training completion. Completion 
status report is shared with the business stakeholders and HRBPs help to drive completion 
(Control #79). 

Training – Capability Development  

At Coforge, we are focused on building people’s capabilities to create a future-ready workforce 
that contributes to achieving the business goals of the organization. In the new normal of virtual 
presence, we offer an immersive learning space with diversified learning methodologies which 
include cutting-edge content & hybrid methodology of learning. With our one-of-a-kind learning 
framework and future-facing approach, we also integrate technology into learning strategies 
through multiple learning avenues like:  

• Anytime Anywhere Solutions: These include platform-based learnings as well as 
customized business specific solutions; 

• Virtual / Instructor-led solutions: Open Calendar programs & Learning Programs on 
Demand (LPODs)- customized training programs curated based on specific business 
needs; 

• Partnering with Practitioners from the Business: Multiple planned Upskilling learning 
interventions are facilitated by the Horizontal contributors of the Organization, the 
Service Line COEs like – Digital, QE, Data & Analytics, CIMS and AI & Cognitive to build 
capability. Focused on upskilling employees on niche technologies, domains, and client-
specific requirements. It enables the organization to spear ahead of the competition and 
achieve strategic goals; 

• Cross & Upskilling Opportunities: PACE (Pro Active Capability Enhancement Technical 
Training Calendar) & Skills Certification Policy Focused Technologies Include: Digital, 
Cloud Concepts, Data & Analytics, Quality Engineering and Software Engineering. This 
links directly to growth avenues opening for them; 

• Habit Calendars: Launched this year, a three-week series of learning experiences focusing 
on a particular habit / skill to be developed; 

• Micro-learning & interactive learning initiatives: panel discussions, bite-sized learning 
nuggets, yammer learning forums, campaigns; 

• Global learning academy clusters with curated journeys based on role proficiencies; 
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• Focus on domain & technical certifications through accredited institutes; 
• Learning methodologies: blend of structured learning tracks & democratized avenues via 

social learning & portals; 
• Business outcome-driven governance structure; and 
• Enabling ecosystem of OEM partnerships, sandbox environments, and global learning 

vendor partnerships. 

Coforge has a dedicated training team that organizes different type of trainings for different roles 
within the organization for employees across the globe including: 

• New Joiners 
• Laterals (Existing Staff) 
• Professional Accreditation 

Up skilling & Cross Skilling are essential focus as the fast demand from single domain / technology 
expertise to hybrid roles are becoming the norm, we encourage employees to build expertise in 
more than one subject directly related to their job function through interventions like Full Stack 
Development, relevant Domain knowledge BA- QE Roles and on Project Management Essentials 
by iEnable – One Stop Learning Solution for Technical, Domain & Functional Skills (Control #78). 

A. New Joiners: The organization invests in a lot of Programs to ensure the New Joiners are 
acquainted well with the organizational culture to reach the individual and organizational goals. 

• GET: Boot Camp Training for college graduates hiring, to ensures a prepared workforce 
that is trained on and equipped with diverse technological skills to meet the dynamic 
demands of the business. This learning program (6 Months) aims at imparting technical, 
functional, and behavioral knowledge and exclusive hands-on in their area of competency 
and intended project allocations.  

• Growth Hub: One stop solution induction session conducted exclusively for the new 
joiners to orient them with the learning opportunities available and to enable them to 
participate in the planned technical Training programs. 

• Percipio and Other Online Learning Platforms: Readily accessible learning material on E-
Learning Partner Portals provide a culture of continuous self-learning. Aspire Learning 
Journeys - Role-based training programs across in-demand career paths from Data 
Scientists to AI Developers to Cloud Ops Architects to Sec Ops Engineers ensure and 
accelerate skill development. 

B.  Laterals (Existing Staff): Multiple Technical, Domain and Functional Learning programs are 
conducted to keep the existing staff members up to date and engaged in their self-development.  

Technical & functional training programs – 

• Capability Enhancement through Horizontal Training:  
• PACE (Pro Active Capability Enhancement) is a proactive approach for building skills of 

future organizational needs. It is a specially crafted training calendar comprising the latest 
technologies in collaboration with Horizontals like Digital, QE, Data & Analytics, CIMS, and 
AI & Cognitive to build capability primarily focusing on upskilling the technical skills of 
employees. 
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• Program on Demand:  Supports to acquire knowledge for understanding and planning 
Training as per the need shared by IBUs to achieve the desired outputs. 

• Pool Upskilling: Helps in prioritizing the critical capabilities that helps leaders seeking 
inputs by designing capability building plans and creating Customized learning tracks to 
establish accountability. 

Domain Learning -  

• Domain learning tracks: through Learning Academies on Percipio like Academy for BFS, 
INS, Santander Academy, and Emirates Academy to support new business accounts. 
Modes of Domain Learning – Online & Instructor Led. 

• Specific Trainings led by Instructors/Practitioners to cater to individual development 
needs mapped to the respective Integrated Business Units/Horizontals 

• Dedicated Domain specific, self-paced learning programs across horizontals for continual 
improvement through Learning Portals like Percipio and Udemy 

• ACADEMIES 2.0 
• Academy of Digital & QE launched on Percipio 
• Continual Revisiting & Refining of existing Custom content Tracks on Percipio 
• Proactive FSD JAVA Upskilling in Collaboration with Digital & SE HBU: 

Building JAVA Full stack and Dot Net capabilities across the organization for continual upskilling 
in programs like Node JS, Angular, Micro services etc. A total of 1551 resources trained on 
multiple technologies. 

1. Professional Accreditation – Certifications offered in partnership with Online Enterprise 
Learning Portals, Empaneled Learning Partners and through iEnable Certification Drives 
on varied technologies like Microsoft, AWS, Google, SAFe, ITIL, etc. 

• Building a certified workforce through Online Learning Portals like Microsoft ESI, GCP 
Partner Platform, AWS Partner Network, and Focus on Force.  

• Training + Certification Programs offered by the Empanelled Learning Partners under the 
guidance of an authorized Instructor and SME along with Prep Sessions and Practice Tests. 

• iEnable Certification Drives encourage and boost learners to prepare for technical 
Certifications by providing certification vouchers either at no cost or through cost 
approved by the Project.  

• MICROSOFT BIG BET – Utilizing and redeeming 200 no - cost vouchers ensuring Microsoft 
certified workforce across IBUs. 

• AWS December – Conducting Training & Certification batches for 100 nominations in a 
month at a discounted rate 

• SAFe – Driving Training and Certification on three major tracks (SAFe Agilist, POPM and 
Scrum Master) 

• D&A Certification Academy – Encouraging Training completion on technologies like 
Databricks, Snowflake, Azure, AWS, & GCP. 

• PEGA Certification Upgrade – Motivating PEGA learners to upgrade their existing 
certifications. 

2. Ongoing Initiatives- To ensure continual improvement, iEnable keeps the employees 
engaged through creative and innovative learning programs and initiatives. 
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• Tech Bytes Micro-Learning encouraged through Tech Bytes publishing Percipio learning 
videos of under 10 minutes on technical focus areas. Three successful learning journeys 
launched.  

• Tech4Tomorrow: Enabling workforce to decode future trends of Industry Technology in 
the face of Industry 4.0 as a series of Fireside Chats and Panel Discussions by Industry 
experts. 

The LEAD (Learning Experiences Accelerating Development) Team offers a gamut of impactful 
learning solutions & initiatives catering to all leadership, behavioral & human skills capability 
development, designing an experiential impact-driven approach for developing employees, 
managers, & leaders to practice, implement behavior change and related-attitudes. 

We have designed an experiential and impact-driven approach for developing employees, team 
leaders, and managers to learn, practice, and implement behavior change and related attitudes, 
further enhancing personal efficiency and performance. 

In the LEAD canvas, we have created a holistic set of solutions: 

- Virtual Instructor Led Learnings 

-     Anywhere Solutions 

- Learning from the Experts 

 

Guided Learning Experiences through LEAD vILT Learning Catalogue 

- Align learning to org and global employee needs 

- Create a continuous learning experience through multiple learning avenues. 

- Strengthen L&D presence across the globe. 

- Acknowledge & recognize learning & learners - build learnability. 

- Showcase & report-out progress & impact stories. 

Apart from our open calendar offerings, here are some high impact solutions delivered in FY 25.  

1. LPODs (LEAD Programs on Demand): Delivered multiple customized blended solutions 
addressing business- specific learning needs across verticals, horizontals, countries, & functions. 

2. Senior Leaders New Hire Assimilation Program:  quarterly program for all leaders joining us 
globally enabling them to: 

- Gain a deeper understanding of the firm, our priorities and key business drivers 

- Better navigating the organizational matrix by meeting the Coforge leadership 

3. ELEVATE: A structured 3- month long learning journey for all our middle managers that aims 
at building the mindsets and skillsets for role effectiveness and is curated around three focus 
areas – managing self, managing teams & building business alignment. Consultative approach 
with business leaders, identified 6 leadership competencies for people leaders. This is a blended 
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learning journey leveraging vILT’ s, self- paced & leaders masterclasses. We have already 
completed 8 cohorts, covering 1000+ participants.  

4. Embark 365 Assimilation Journey: EMBARK 365 offers a structured and immersive 
engagement experience to equip the Band 5& 6 new joiners with the tools, knowledge, and 
networks to excel in their role through curated interventions. They will gain valuable insights, 
develop key skills, and connect with leaders and peers across the organization.  

5. The Extra Degree Program: A curated 2-month-long journey for first-time managers, focused 
on transitioning from individual contributor to people leader. The program focuses on two areas 
– managing self and managing project teams. It’s a blended learning journey that includes VILTs, 
self-paced modules, practitioner-led sessions, and assessments to develop foundational 
leadership habits. 

 6. Learning Playbook Launch - The LEAD Learning Playbook is a strategic guide to developing 
behavioral competencies across career levels. It provides learners learning journeys across the 
behavioral competencies required for success at each career level: 

- Customized Learning Paths: Tailored to your specific needs and aspirations. 

- Focus on Key Behaviors: Master the key skills that define success in your role. 

- Actionable Learning: Dive into focused learning modules that get you results. 

7. Continued rigour & focus on compliance trainings: Global Compliance module, Prevention of 
Sexual Harassment, Environment, Health & Safety.  

8. Learning Week 2025:  

The campaign will aim to promote a learning culture by encouraging people to engage in learning 
- we will do this by highlighting a variety of resources readily available to everyone. The focus will 
be to encourage lifelong learning, curiosity, and connection.   Our Read, Watch, Listen & Do 
approach empowered our employees to ignite your potential and fuel your professional growth. 
Masterclass marathons, Crossword, mind-bending quizzes, share your growth story, benchmark 
your skills, and capture the memories with dig frames and interactive learning playbooks – 
Learning Week 2025 had it all. 10000+ employees participating in these masterclasses and 
activities from across the globe. 

9. Leveraging AI in Learning:  

- Skill Benchmarks: Skill Benchmarks provide a score and level to measure individuals’ 
proficiency and offer personalized online course recommendations to close gaps. Skill 
benchmarks enable:  

• Crafting personalized plans based on benchmarking results 

• These are assessments to gauge the current proficiency levels that return personalized 
learning plan to help employees focus on what they need to succeed. These quick, low-pressure 
assessments (around 20 questions) offer a powerful way to: 

• 800+ benchmarks available across technical, functional, project management & leadership 
skills. 
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- CAISY Conversation AI Simulator 

• Purpose: Elevating our approach to AI-driven conversations 

• Designed for Excellence: Transforming how we train and enhance conversational abilities 

• Adaptive Learning: Tailors simulations to individual needs, optimizing skill development. 

• Scalability: To meet the evolving needs of our conversational AI training initiatives. 

60+ AI simulations on various people & leadership available.  

Employees are required to complete the role-based training (current role training/ aspired role 
training/ soft skills training) by using the Coforge learning platform on an annual basis, including 
mandatory trainings. Reminder emails are sent to employees to address delays in training 
completion. Completion status report is shared with the business stakeholders and HRBPs help 
to drive completion (Control #77). 

Backup and Business Continuity Plan 

The Service Organization has a defined backup procedure document which includes the backup 
schedules and frequency for taking backup. The document is reviewed and updated by the CISO 
on an annual basis and approved by the CIO (Control #10). Backup of Servers/Services are taken 
as per defined frequencies in accordance with the Backup Management policy. 

The SVN server is backed up on a scheduled basis. In case of backup failures, automatic alerts are 
sent to the Engineering team to take corrective action(s), if necessary (Control #34). 

Data restoration (‘SVN’) for project data, centralized services, applications, and servers are 
executed based on request received from respective project/function (Control #35). 

In case of Business continuity plan, the strategy for Coforge is defined in the policy and includes 
sufficient redundancy to prevent infrastructure failure. Coforge performs Business Impact 
Analysis (BIA) and Risk Assessment (‘RA’) on an annual basis as part of BCMS to identify potential 
threats that can impair system availability, and assess the risks associated with the identified 
threats. 

The Service Organization has defined project/ department specific ‘Business Continuity 
Management System’ (‘BCMS’) plan/ Business Impact Analysis (‘BIA’) document for business 
continuity and recovery strategy.  On an annual basis, the IS officer/project SPOC of the 
respective department reviews the project/ department specific BCP/ BIA which is then approved 
by the Business Head (Control #42). 

On a bi-annual/annual basis (based on contractual requirement), the spoc of the respective 
department conducts a BCP drill and prepares BCMS test report for the project/ respective 
department.  In case of any risks and deficiencies identified during the BCMS drill, the spoc of the 
respective department documents the risks/ deficiency within the BCMS drill report along with 
details of remediation actions and tracks it to the closure within six months of BCMS drill (if any) 
(Control #43). 

Keys contacts of all parties including emergency contacts and business continuity responsible 
team contacts are documented in BCP/DR plan (Control #49). 
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Incident Management Process 

The process covers the investigation process and mitigation of the risk from the security incidents 
by following the guidelines on detecting, investigating, and handling it effectively. This process 
provides a structured and planned approach to: 

detect, report and assess information security incidents; respond to and manage information 
security incidents; and resolve information security event or issue in a timely manner. 

Information Security (‘IS’) incidents reported by employees via ticketing tool, are resolved by the 
IS Officer. Corrective actions and root cause analysis (RCA’) is documented within the ticket by 
the IS Officer, before closure of the ticket. 

Network 

SD WAN MPLS (Multiprotocol Label Switching) has been provisioned at the Service Organization 
offices for enabling data/ voice connectivity between all the Service Organization’s offices and 
for some of the customers. Enterprise wide Primary MPLS connection service provider is TCL 
(Tata Communications Ltd). The Service Organization personnel access user entities’ network/ 
applications, through tools Virtual Desktop Interface (VDI’), Citrix and so on using internet links. 
Access to the internet is governed using Forcepoint tool and firewall (which is configured to be 
used for content filtering). The Service Organization has implemented Internet Protocol Security 
(IPsec) protocol and Hyper Text Transfer Protocol – Secured (HTTPS for transfer of data from user 
entities network to Service Organization’s network. 

Firewalls 

Next generation firewalls have been positioned on the network to help protect the trusted 
internal network from external access and vice versa. Administrative access to firewalls is 
authenticated and authorized through TACAS. IDS/ IPS protection module has been enabled for 
detecting malware, threats, anomaly etc. based on pre-defined signatures. The firewall rulesets 
review is performed by the Network team on a quarterly basis (Control #26). 

The Service Organization has deployed a firewall to safeguard its corporate network from 
unauthorized security threats and external intrusions. The firewall has been configured with rule 
sets to permit traffic in accordance with its configuration. Access to the perimeter firewalls has 
been limited exclusively to authorized personnel from the IT team (Control #25). 

Internet Access 

Internet access is provided to employees when they join in the domain and is in line with the 
Communication Policy. Internet access is monitored and regulated. URL filters are implemented 
on hybrid proxy servers and Forcepoint solution on the backbone network. These filters block 
access to unauthorized sites. 

Internet access restrictions are in line with acceptable usage policy. Social Media websites, 
gaming sites, Restricted streaming links, etc. are blocked by default. If any user requires such 
access, then a service request is raised which is further analyzed by their Supervisor & IST (Control 
#42). 

Virtual Private Network 
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The Service Organization uses the Palo Alto Global Protect VPN, Always on VPN, tool to provide 
Enterprise Services access to remote users or employees on work from home (‘WFH’). 

Remote access is provided through a multi-factor encrypted VPN connection (Control #33). 

Antivirus 

CrowdStrike Falcon Endpoint Detection and Response (EDR) solution is deployed on all in scope 
workstations and servers. The platform leverages cloud delivered threat intelligence, detection 
logic, and behavioral indicators, which are automatically updated from the CrowdStrike Cloud on 
a continuous basis. Endpoint agents (Falcon Sensors) maintain regular communication with the 
CrowdStrike platform to enable monitoring, detection, and prevention of emerging threats. 

In the event that an endpoint is temporarily offline or disconnected from the corporate network, 
the Falcon Sensor continues to provide local prevention and detection capabilities using cached 
intelligence and behavioral models. Security events are queued locally and automatically 
synchronized with the CrowdStrike Cloud once network connectivity is restored. (Control #20). 

DLP 

The Service Organization has implemented Forcepoint Data Loss and Prevention (‘DLP’) tool to 
monitor outbound data and attachments. Rulesets are configured within the Forcepoint DLP tool 
to prevent employees from sharing confidential or sensitive data. 

Log Management and Event Management 

The Service Organization has implemented QRadar tool for Security Information and Event 
Management (‘SIEM’) and log management solutions. It is used to gather security related events, 
and other event i.e.  intrusion, informational, authentication, login failure, brute force etc. within 
the end-user devices, servers, network’s, firewalls and antivirus software and Active Directory 
infrastructure. 

Audit logs are continuously monitored for events related to security, confidentiality threats 
(Control #9). 

Patch Management 

Security patches for operating systems and applications are centrally managed and deployed to 
servers (including domain controllers, patch servers, and other critical infrastructure) using 
System Center Configuration Manager (SCCM), and to workstations using Ivanti Endpoint 
Manager (EPM). The SCCM/Ivanti administrator reviews, evaluates, and formally approves 
required patches prior to deployment. Approved patches are then distributed and installed 
through the respective patch management platforms in accordance with defined patching 
procedures (Control #22).  

On a monthly basis, IT Helpdesk generates and reviews patch compliance reports identifying 
servers and endpoints with missing, outdated, or failed patches. These reports are shared with 
the relevant IT associates and system owners to initiate corrective remediation actions. Patch 
compliance status and remediation progress are continuously tracked within SCCM and Ivanti, 
and a consolidated compliance summary is formally reported to the CISO on a monthly basis. 
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Network team manages the operating system (IOS) versions on network devices in accordance 
with vendor and product security recommendations. IOS updates are first deployed and validated 
on designated test or non-production devices to assess stability, compatibility, and potential 
impact. Only after successful testing and validation are the approved IOS upgrades deployed to 
production network devices following the established change management process. 

Servers: A monthly compliance review is performed by IT personnel to identify servers with 
outdated or non-compliant policies. A list of such servers is shared with the respective server 
owners for remediation. Based on approved maintenance windows and operational 
considerations, the server owners perform the required updates and provide confirmation to IT 
personnel upon completion. 

If a server is not remediated within the defined compliance timeframe, IT initiates a forced 
update to ensure adherence to established security and configuration standards. This process 
ensures consistent enforcement of server policies and supports ongoing security compliance 
across the server environment (Control #21). 

Change Advisory Board (‘CAB’) 

The CAB comprises of SMEs and CIO, CISO, Head-IT, and Senior Managers / Managers of the 
Global Information Technology Department, is responsible for assessing and approving normal 
change requests pertaining to infrastructure. Change requests are evaluated on the basis of 
business need, priority, cost / benefit, and potential impact to systems and processes. The CAB 
makes recommendations for implementation, further analysis, deferment, or cancellation of 
these change requests. For IT infrastructure changes, the Associate- IT fills the RFC form with the 
description of change for approval from the member of Change Advisory Board (‘CAB’). 

Vulnerability Assessment and Penetration Testing  

On a Quarterly basis, third party vendor performs the Vulnerability Assessment and Penetration 
testing (‘VAPT’) for supporting infrastructure (hosted domain, servers, Applications and 
network). The third party tracks the issues identified during the VAPT to closure as a part of 
regression audit. 

On a Monthly/quarterly basis, the IS Officer performs VA to assess vulnerabilities and evaluate 
network security risks, and tracks the issues identified during the VA to closure (Control #44). 

Logical and Physical Access Controls 

Access Control Policy is defined and documented. On an annual basis, The CISO reviews the 
‘Access Control Policy' and updates the same if needed.  The CISO sends the updated ‘Access 
Control Policy' document to the CIO for approval (Control #11). 

Upon successful completion of the ISMS awareness training and assessment by the new joiners 
(employees and trainees), the Associate – HR sends an e-mail to the Associate – IT updates the 
ISMS training completion status within the SAP application triggering an automated e-mail 
request to the Associate – IT for creation of domain ID. 

Employees leaving the Service Organization submit the ‘E-Exit’ form on the iEngage.coforge.com 
portal. E-exit form along with last working day is reviewed and approved by the employees’ 
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Supervisor within the iEngage.coforge.com portal. Post approval of the e-Exit form by the 
employees’ Supervisor within the iEngage.coforge.com portal, an automated e-mail request is 
triggered to the Associate – IT for revocation of domain ID. 

The domain ID will be deactivated within one business day following the employee's last working 
day upon exiting the company (Control #39).   

Access to the Microsoft O365 e-mail solution is disabled once the domain ID is disabled. 

Removable media devices such as Universal Serial Bus (‘USB’) ports for mass storage devices are 
disabled by default. In case of exceptions, approvals are obtained from the IS Officer, post 
providing business justification via SR within the IT Service Desk tool (Control #28). 

On a quarterly basis, the IT team member performs a reconciliation between active domain IDs 
and the list of current employees for identifying unauthorized domain access and sends results 
of reconciliation to the IT Ops Head.  The IT team member takes corrective action as suggested 
by the IT Ops Head (Control #13). 

Wireless access is encrypted with secure encryption standard WPA2 (Control #31). 

Asset register (IR51) is maintained by the respective project team SPOC. The Asset register 
contains details of the assets (laptop, software, server, etc.) within the project. The asset register 
is reviewed by project SPOC and approved on bi-annual basis by approving authority (Control 
#80). 

Asset register of the entity's system components including infrastructure and application assets 
is maintained within SAP by the Admin team (Control #60). 

The movement of IT hardware assets from the projects is done by the Associate - Asset 
Management only under the supervision of security personnel. Details such as type of asset, asset 
tag number, in / out date, time, the Asset Management personnel name and signature, and 
security personnel signature are recorded within the 'Material Movement Register'. 

The Service Organization has defined and documented data classification as part of Asset 
Management policy. Policy is reviewed by CISO and approved by CIO (Control #36). 

Upon receiving a request from the Asset Team, workstations, laptops, and media devices are 
formatted. Such requests may involve formatting before internal asset transfers, asset disposal, 
or asset decommissioning. These actions are executed in alignment with the Coforge procedure 
for media disposal (Control #30). 

BitLocker is installed and configured for hard disk encryption on laptops issued to employees 
working in the Service Organization to secure the data from unauthorized access (Control #29). 

Passwords are controlled through group policy settings on the domain controller in accordance 
with the 'Password Policy SOP', and includes minimum password length, password complexity, 
maximum password age, password history, and account lockout settings (Control #17). 

The Service Organization’s certified screen saver with password protection is enabled on 
workstations and servers (domain controller, patch server, antivirus server). After a specified 
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time configured on the domain controller, the workstation and server screens are locked 
automatically (Control #18). 

Guest or anonymous logins are not allowed on workstations and servers (domain controller, 
patch server, antivirus server) (Control #19). 

Administrative access to servers (domain controller, patch server, antivirus server) and firewall 
are restricted to authorized personnel from the IT Department (Control #15). 

The Service Organization has defined & documented hardening guidelines for workstations, 
servers, and network devices. These guidelines are reviewed by the Manager – IT and approved 
by the Delivery Head - IT/CIO on an annual basis (Control #24). 

On a quarterly basis, the IT team member extracts and sends the list of personnel having 
administrative access to domain controller and network devices to the CIO for review and 
approval. The IT team member takes corrective action as suggested by the CIO (Control #16). 

Remote access is provided through a multi-factor encrypted VPN connection (Control #33). 

Incoming and outgoing e-mail attachments are scanned for malware using Microsoft Exchange 
Online Protection software (Control #23). 

When an employee joins, domain ID is created on / after the date of joining of the employee 
(Control #12). 

Administrative access to workstations (desktops and laptops) are not granted to end users 
(Control #14). 

Physical Security 

The Service Organization has defined and documented procedures for granting and revoking 
physical access to premises and data centers within the ' Physical and Environmental Security 
policy'. 

The Service Organization facilities are guarded on a continuous basis by security personnel. If an 
employee is not carrying his/ her photo ID card, the administration department issues a 
temporary employee badge post verification from respective reporting manager/HR (Control 
#61). 

The security personnel issues visitor card to visitors/ vendors at the entry point of premises post 
recording details, such as visitor/ vendor name, ID card number, contact person, entry time, and 
electronic media items (laptop, electronic storage media, voice recorder, if any) in the ‘Visitor 
Register’ / 'Visitor Management System' placed at the entrance of the premises (Control #62). 

Access to the Microsoft O365 e-mail solution is granted along with creation of domain ID. 
Microsoft O365 e-mail solution is synced with the AD and is configured to use single sign on with 
domain ID. 

Physical access to delivery centers is revoked by Physical Security team within one working day 
from the last working day of the employee. Visitors/ vendors are allowed to access the premises 
only under the supervision of an authorized employee (Control #63). 
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Access to the server rooms is restricted to authorized personnel via Electronic Access Control 
System (EACS) (Control #64). New joiners are granted access to the delivery centers by Physical 
Security team on/after the date of joining (Control #65). Basis the last working day of the 
employee, the physical access from delivery centers is revoked by Access team and sends an e-
mail confirmation within one working day to the HR (Control #66). 

Close Circuit Television (CCTV’) cameras are installed at entry/ exit points of the Service 
Organization premises, server rooms, and project work area. CCTV recordings are retained for a 
period of 15 days (Control #67). 

On a monthly basis, the Access team extracts the list of users having access to the server room 
and sends an e-mail/hard copy to the Delivery Head - IT for review. The Access team takes 
corrective action suggested by the Delivery Head – IT (Control #68). 

Environmental Safeguards 

Preventive measures are in place at the Service Organization Data Centre for protection against 
environmental hazards such as fire, rodents, power outages, excessive heat and humidity. 
Devices such as air conditioners, diesel generators, fire extinguishers, smoke detectors and 
rodent controllers are installed to protect against environmental hazards.  

Uninterrupted Power Supply (‘UPS’) and Diesel Generator (DG’) systems are implemented to help 
ensure continuous running of information systems. UPS maintenance is performed on a quarterly 
basis (Control #70). 

Smoke detectors, fire alarms, and fire extinguishers are installed within project work area and 
server rooms. Preventive maintenance of smoke detectors and fire extinguishers is performed 
on a quarterly basis (Control #76). 

Air conditioners and humidity monitoring equipment are installed within server rooms to control 
and maintain temperature and humidity conditions at optimal performance levels. Air 
conditioners maintenance is performed on a quarterly basis (Control #69). 

Service level agreements are created, managed and reported on between the Service 
Organization and the individual departments and/or third parties. Service providers have created 
documents and records to ensure effective planning, operation and control of service 
management. Mechanisms are in place to ensure adherence to the contract terms/SLAs and 
reporting of the same to management. 

Business Continuity and Disaster Recovery Plan 

Coforge has established a comprehensive Business Continuity and Disaster Recovery (BCDR) Plan 
to ensure the uninterrupted operation of critical business functions in the event of a disaster. 
The Disaster Recovery component outlines specific roles and responsibilities, and identifies 
essential IT assets—including application programs, operating systems, personnel, data files, and 
recovery time objectives—based on insights from the Business Impact Analysis (BIA). 

The Business Continuity Planning (BCP) Coordinator collaborates annually with business units to 
review and update the BIA. Any modifications to the BCDR Plan are subject to review and 
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approval by the Chief Information Security Officer (CISO). The plan includes identification of all 
critical personnel, both onsite and offsite, required for continuity operations. 

To validate preparedness, the IT team conducts annual tests of both DR and BCP procedures. Any 
discrepancies identified during testing are addressed through corrective actions. 

To mitigate security risks, Coforge  has implemented secure VPN access and restricted internet 
usage on work-from-home (WFH) devices. VPN access is granted strictly based on business 
requirements for associates working remotely. 

Monitoring 

Incident Management 

The Service Organization has a defined and documented information security incident 
management policy that is reviewed by the CISO and approved by CIO on an annual basis (Control 
#7). 

Information Security incidents reported by employees via ticketing tool, are handled by the IS 
Officer in accordance with the Incident Management policies and procedures. Corrective actions 
and RCA are documented within the ticket by the IS Officer, before closure of the ticket (Control 
#8). 

The IT Team Member analyses the IT incident and based on priority takes necessary action for 
resolution. Upon resolution of the IT incident, the IT Team Member updates the ticket with 
resolution comment and closes the ticket within the IT Service desk (Control #58). 

Publishing a monthly status report of security incidents to the Chief Information Security Officer 
(‘CISO’) and actively tracking open items until closure demonstrates a proactive and transparent 
approach to managing information security (Control #38). 

Information Security Internal Audits (‘ISIA’)  

Information Security Internal Audits (ISIA) are carried out to measure the effectiveness of ISMS 
controls based on the annual Audit Plan prepared by IS officer under the direction of the CISO & 
VP at the beginning of every financial year. 

Each department (HR, CSO, IT, and Projects) is audited at least Once in a year, and the audit 
schedule is prepared based on the Audit Plan. The audit criteria, scope of the audit, name of the 
auditor/ auditee etc., are defined in the audit schedule. 

The IS Officer performs ISIA in accordance with the audit schedule for evaluation of design and 
operating effectiveness of ISMS controls. IA findings are categorized as ‘Major NC (non-
conformances)’, ‘Minor NC’, Observations, or ‘OFI (Opportunities for Improvement)’ based on 
criticality of findings and documented within ISMS IA report. The IS Officer tracks the status of 
audit findings to ensure that corrective action(s) are taken on a timely basis. 

The Service Organization has developed an Information Security Management program based on 
the ISO 27001:2022 (‘ISMS’) framework, which includes policies, procedures (containing 
Information Security (IS’) guidelines) and checklists which is available on the intranet portal. The 
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ISMS policies and procedures are reviewed by the ‘CISO’ and approved by the ‘CIO', at least 
annually, or whenever there is any major change to the program (Control #1). 

Project Management and Monitoring 

On a quarterly basis, the Program Manager prepares Project Health Report (‘PHR’) (containing 
details such as Account & Product Overview, Key Highlights, Delivery Strategy, Code and 
Deliverables Quality, Project Action Plan, Project Risk and Concerns and Contractual 
Requirement) and presents it to the Delivery Head and Senior Management of the Service 
Organization during Senior Management Review (‘SMR’) meeting, and corrective actions (if any) 
are discussed and tracked to closure by the Program Manager/ Product Manager. 

On a monthly basis (for Coforge Limited) the Program Manager prepares Delivery Dashboard 
(DD) and presents it to the Delivery Head and Senior Management of the Service Organization 
through the Sirius Portal (Control #50). 

Segregation of duties matrix are defined at a functional level and project level (Control #48). 

Monthly Operations Meeting (‘MOR’) 

The Service Organization holds a Monthly Governance Meeting (MGM’) for the IS review. The 
meeting is attended by the CISO & VP and covers the following: 

Discussion on timeline and status of on-going audits for ISMS and BCMS; 

• Monitoring ISMS & BCMS awareness and effectiveness across organization; 
• Review of major security incidents raised during the period and corrective actions 

performed, if any; 
• Review of likelihood of occurrence of the security incident versus its impact; 
• Review of project observations and non-compliance issues. Review of open vulnerabilities 

identified during VAPT assessment; 
• Review of open-source software uses, and impact of the risk related OSS. Review of cyber 

intelligence center monitoring & DLP alert; and 
• Review of action items from the previous MGM; 
• Review of monitoring status of SOC activity which included (EPS trends, Offense trends 

(unauthorized access suspicious activity, general authentication, phishing alert). 

The CISO circulates awareness (which includes latest threats, vulnerabilities, risks) on information 
security through monthly e-mails (Control #2). 

Information Security Sterring Committee (ISSC) 

On a semi-annual basis, the Service Organization holds an ISSC meeting which comprises of the 
Chief Finance Officer, Chief Information Security Officer, Chief Information Officer, Corporate 
Development Officer, Chief People Officer, Data Privacy Officer, , Group General Counsel, 
Compliance Officer  and Service Line/ Delivery Heads and covers the following: 

• Promoting security of information assets and giving due importance to the development 
and enforcement of a corporate culture, which promotes security. 

• Identifying information security related roles and responsibilities across Coforge. 
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• Identifying, agreeing, and implementing specific methodologies and processes related to 
information security including assessment of risk and assigning security classification to 
information systems assets. 

• Agreeing and assessing the adequacy of organization wide security initiatives. 
• Reviewing information security incidents. 
• Coordination of information security initiatives for new systems. 
• Including information security in the information systems. 
• Promoting organization wide support for information security. 
• Providing constant support to ensure security consciousness permeates across all levels 

of the organization.  
• Participate in the management meetings and review the effectiveness and suitability of 

ISMS and take preventive and corrective actions where required. 
• Review emerging threats arising out of new technologies and business practices and 

assess their impact on the organization. 

3.7 Complementary User Entity Control (‘CUEC’)  

In designing its systems, Coforge has contemplated that certain Complementary User Entity 
Controls would be implemented by user entities to achieve the applicable trust service criteria 
included within this report. The complementary user entity controls are listed below:  

Sr No Complementary User Entity Control 

1 User entities are responsible for defining security, availability, and 
confidentiality requirements in MSA. 

2 User entities are responsible for communicating data confidentiality 
requirements in MSA. 

3 User entities are responsible for communicating requirements for resolution 
of incidents, and Service Requests to the Service Organization on a timely basis. 

4 User entities are responsible for performing UAT and communicate issues if 
any (as applicable). 

5 User entity is responsible for creation, modification, removal, and review of 
access to project related / production data and managing access via Citrix on a 
need-to-know Basis. 

6 User entity is responsible for defining password policies and password 
management in the Citrix environment. 

7 User entity is responsible for implementation of patches and upgrades to the 
critical software in the Citrix environment. 
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8 User entity is responsible for reporting and addressing the security incidents 
related to their IT Infrastructure. 

9 User entity is responsible for back-up, labelling, re-storing, transporting, and 

destructing media related to IT Infrastructure and data maintained within Citrix 

environment. 

10 User entity is responsible for providing any specific requirements for additional 

physical security measures required for their ODC’s. 

11 User entity is responsible for reviewing the network availability for their 
specific ODCs. 

12 User entity is responsible for providing specific requirements for Drug test. 

13 User entity is responsible for requesting for Background verification. 

14 User entity is responsible for encryption of data communication between user 

and Service entities. 

15 User entity is responsible for managing confidentiality of data that resides on 
their network and ensuring confidentiality of inputs, process and outputs are 
managed. 

3.8 Complementary Subservice Organization Controls (‘CSOC') 

Certain controls that should be designed and implemented by Subservice Organization (which 
are carved out in this report) in operation at user entities to complement the controls at Coforge, 
have been listed in this section. These user control considerations should not be regarded as a 
comprehensive list of controls, which should be employed by user entities. There may be 
additional controls that would be appropriate for the user entities, which are not identified in 
this report. 

Sr No Complementary Subservice Organization Control 

CSOC 1 Service organization is responsible for configuring and ensuring the availability 
of the cloud infrastructure and services as agreed in the contract 

CSOC 2 AUTH Bridge Research Services Private Limited, Liberty Screening Services, 
Vanguard Screening Solutions Inc, Info-vision Research Systems and Express 
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Clinic are responsible for carrying out Background checks and Drug Test for new 
associates respectively before they are onboarded for client processing. 

CSOC 3 Ownzap is responsible for carrying out Vulnerability Assessment and Network 
Penetration Test on annual basis. 
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4.0 System Testing and Results 

Introduction 

 

This report on the controls placed in operation and tests of operating effectiveness is intended to provide interested parties with 
information sufficient to obtain an understanding of those aspects of the controls of Coforge for the security, availability, processing 
integrity, confidentiality and privacy principles at Coforge Ltd (Referred to as ‘Coforge’) office that may be relevant to a user 
organization's controls. This report, when coupled with an understanding of internal control in place at user organizations, is intended 
to assist in the assessment of internal control surrounding the trust principles of security, availability, processing integrity, 
confidentiality and privacy at Coforge. 

Our examination was restricted to the applicable trust services criteria and the related controls specified by Coforge and specifically 
identified as controls and testing procedures in Section 4 and were not extended to procedures in effect at user organizations. It is 
each interested party’s responsibility to evaluate this information in relation to controls in place at each user organization in order to 
assess the overall internal control environment. The user organizations’ and Coforge’s portions of the control structure must be 
evaluated together. If effective user organization internal control structure policies and procedures are not in place, Coforge’s control 
structure policies and procedures may not compensate for such weaknesses. 

Our examination included corroborative inquiry of the appropriate management, supervisory and staff personnel, inspection of 
documents and records, observation of activities and operations, and re-performance of tests of controls performed by Coforge. Our 
tests of controls were performed on controls as they existed during the period from May 1, 2025 to Dec 31 2025 , and were applied 
to those controls relating to applicable trust services criteria specified by Coforge. 

 

The description of controls is responsibility of Coforge management. Our responsibility is to express an opinion about whether: 

1. The Description fairly presents the system that was designed and implemented throughout the period May 1, 2025 to Dec 31 
2025.  

2. The controls stated in the Description were suitably designed to provide reasonable assurance that the applicable trust services 
criteria would be met if the controls operated effectively throughout the period May 1, 2025 to Dec 31 2025 and the subservice 
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organizations applied the controls contemplated in the design of the Service Organization’s controls throughout the period 
May 1, 2025 to Dec 31 2025.  

3. The controls operated effectively to provide reasonable assurance that the applicable trust services criteria were met 
throughout the period May 1, 2025 to Dec 31 2025 if complementary subservice controls contemplated in the design of the 
Service Organization’s controls operated effectively throughout the period May 1, 2025 to Dec 31 2025. The controls included 
in description were suitably designed to meet applicable trust services criteria stated in management’s description. 

Control Environment Elements 

The control environment represents collective effect of various factors on establishing, enhancing, or mitigating effectiveness of 
specific controls. In addition to the tests of operating effectiveness of controls in the matrices in Section Three, subsection IV of this 
report, our procedures included tests of the following relevant elements of Coforge’s control environment including: 

• Communication and Enforcement of Integrity and Ethical Values  

• Commitment to Competence 

• Participation of the Board of Directors  

• Management Philosophy and Operating Style 

• Organizational Structure 

• Authority and Responsibility 

• Human Resource Policies and Procedures 

• Risk Assessment 

• Information and Communication 

• Monitoring 

Our test of the control environment included inquiry of appropriate management, supervisory, and staff personnel; inspection of 
Coforge’s documents and records; and observation of activities and operations. The control environment was also considered in 
determining the nature, timing, and extent of the tests of operating effectiveness of controls. 
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Tests of operating effectiveness 

Our tests of the effectiveness of controls included such tests as we considered necessary in the circumstances to evaluate whether 
those controls, and the extent of compliance with them, was sufficient to provide reasonable, but not absolute, assurance that the 
applicable trust services criteria were achieved during the period from May 1, 2025 to Dec 31 2025 . Our tests of the operational 
effectiveness of controls were designed to cover a representative number of transactions throughout the period of May 1, 2025 to 
Dec 31 2025 for each of the controls listed in the topical area descriptions, which are designed to achieve the applicable trust services 
criteria. In selecting particular tests of the operational effectiveness of controls, we considered (a) the nature of the items being tested, 
(b) the types of available evidential matter, (c) the nature of the trust services criteria to be achieved, (d) the assessed level of control 
risk and, (e) the expected efficiency and effectiveness of the test.  

Description of Testing Procedures Performed 

As a part of the examination of Coforge’s controls, Service Auditor performed a variety of tests, each of which provided the basis for 
understanding the framework for controls, and determined whether the controls supporting processing, which Coforge represented 
were in operation, were actually in place and operating effectively with respect to the processing of transactions in accordance with 
Coforge’s controls during the period from May 1, 2025 to Dec 31 2025 . 

Tests performed of the operational effectiveness of controls detailed in this section are described below: 

Test Description 

Corroborative inquiry Conducted detailed interviews with relevant personnel to obtain evidence 
that the control was in operation during the report period and is 
accompanied by other procedures noted below that are necessary to 
corroborate the information derived from the inquiry. 

Observation Observed the performance of the control multiple times throughout the 
report period to evidence application of the specific control activity. 
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Examination of 
documentation  

If the performance of the control is documented, inspected documents 
and reports indicating performance of the control. 

Re-performance of 
monitoring activities or 
manual controls 

Obtained documents used in the monitoring activity or manual control 
activity and independently re-performed the procedures. Compared any 
exception items identified with those identified by the responsible control 
owner. 

Re-performance of 
programmed processing  

Input test data manually calculated expected results, and compared actual 
results of processing to expectations.  

 

Trust Service Criteria Controls mapping 

Criteria 
No 

Control No Control Environment Criteria 

CC 1.1 1, 46, 52, 54, 72, 73, 75, 79 COSO Principle 1: The entity demonstrates a commitment to integrity and ethical 
values. 

CC 1.2 40, 51, 54, 72, 74, 77 COSO Principle 2: The Board of Directors demonstrates independence from 
management and exercises oversight of the development and performance of 
internal control. 

CC 1.3 1, 49, 77 COSO Principle 3: Management establishes, with Board oversight, structures, 
reporting lines, and appropriate authorities and responsibilities in the pursuit of 
objectives. 

CC 1.4 4, 46, 48, 51, 52, 56, 57, 77 COSO Principle 4: The entity demonstrates a commitment to attract, develop, and 
retain competent individuals in alignment with objectives. 
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CC 1.5 1, 47, 51, 54, 56, 57 COSO Principle 5: The entity holds individuals accountable for their internal 
control responsibilities in the pursuit of objectives. 

CC 2.1 1, 5, 9, 43, 59, 85 COSO Principle 13: The entity obtains or generates and uses relevant, quality 
information to support the functioning of internal control. 

CC 2.2 2, 8, 37, 47, 49, 53, 54, 59, 73, 
74, 78, 79, 

COSO Principle 14: The entity internally communicates information, including 
objectives and responsibilities for internal control, necessary to support the 
functioning of internal control. 

CC 2.3 1, 37, 46, 55, 58, 75, 78, 86 COSO Principle 15: The entity communicates with external parties regarding 
matters affecting the functioning of internal control. 

CC 3.1 1, 3, 5, 42, 46, 49, 50, 74, 75, 89 COSO Principle 6: The entity specifies objectives with sufficient clarity to enable the 
identification and assessment of risks relating to objectives. 

CC 3.2 4, 5, 6, 9, 18, 19, 22, 27, 28, 29, 

38, 42, 43, 47, 49, 60, 61, 62, 
63, 64, 65, 67, 67, 69, 70, 76, 
77 

COSO Principle 7: The entity identifies risks to the achievement of its objectives 
across the entity and analyzes risks as a basis for determining how the risks should 
be managed. 

CC 3.3 4, 5, 6, 36 COSO Principle 8: The entity considers the potential for fraud in assessing risks to 
the achievement of objectives. 

CC 3.4 4, 5, 6, 27, 42, 49, 67 COSO Principle 9: The entity identifies and assesses changes that could significantly 
impact the system of internal control. 

CC 4.1 3, 25, 55, 58 COSO Principle 16: The entity selects, develops, and performs ongoing and/ or 
separate evaluations to ascertain whether the components of internal control are 
present and functioning. 
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CC 4.2 3, 4, 8, 34, 42, 58, 68, 70, 74, 75 COSO Principle 17: The entity evaluates and communicates internal control 
deficiencies in a timely manner to those parties responsible for taking corrective 
action, including senior management and the Board of Directors, as appropriate. 

CC 5.1 1, 4, 5, 6, 35, 37, 42, 48, 49, 60, 

72 

COSO Principle 10: The entity selects and develops control activities that contribute 
to the mitigation of risks to the achievement of objectives to acceptable levels. 

CC 5.2 4, 5, 6, 22, 26, 27, 28, 29, 
30,35, 

42, 45, 49 

COSO Principle 11: The entity also selects and develops general control activities 
over technology to support the achievement of objectives. 

CC 5.3 1, 4, 7, 8, 10, 11, 27, 34, 51, 56, 

75 

COSO Principle 12: The entity deploys control activities through policies that 
establish what is expected and in procedures that put policies into action. 

CC 6.1 1, 11, 14, 14, 17, 18, 24, 26, 27, 

28, 29, 31, 32, 33, 36, 39, 41, 
42, 44,60, 61, 62, 63, 64, 68, 80 

The entity implements logical access security software, infrastructure, and 
architectures over protected information assets to protect them from security 
events to meet the entity's objectives. 

CC 6.2 11, 12, 13, 16, 25, 39, 654, 66, 
67 

Prior to issuing system credentials and granting system access, the entity registers 
and authorizes new internal and external users whose access is administered by the 
entity. For those users whose access is administered by the entity, user system 
credentials are removed when user access is no longer authorized. 

CC 6.3 12, 13, 16, 39, 48 The entity authorizes, modifies, or removes access to data, software, functions, and 
other protected information assets based on roles, responsibilities, or the system 
design and changes, giving consideration to the concepts of least privilege and 
segregation of duties, to meet the entity’s objectives. 
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CC 6.4 45, 52, 61, 62, 63, 64, 65, 66, 68 The entity restricts physical access to facilities and protected information assets (for 
example, data center facilities, back-up media storage, and other sensitive locations) 
to authorized personnel to meet the entity’s objectives. 

CC 6.5 30, 34, 61, 62, 65, 66 The entity discontinues logical and physical protections over physical assets only 
after the ability to read or recover data and software from those assets has been 
diminished and is no longer required to meet the entity’s objectives. 

CC 6.6 17, 18, 26, 28, 32, 33, 41, 87 The entity implements logical access security measures to protect against threats 
from sources outside its system boundaries. 

CC 6.7 14, 15, 28, 29, 31, 41, 87 The entity restricts the transmission, movement, and removal of information to 
authorized internal and external users and processes, and protects it during 
transmission, movement, or removal to meet the entity’s objectives. 

CC 6.8 4, 14, 15, 20, 22, 26, 27, 30, 59, 
72 

The entity implements controls to prevent or detect and act upon the introduction 
of unauthorized or malicious software to meet the entity’s objectives. 

CC 7.1 11, 15, 23, 24, 41, 42, 70, 81,82 To meet its objectives, the entity uses detection and monitoring procedures to 
identify (1) changes to configurations that result in the introduction of new 
vulnerabilities, and (2) susceptibilities to newly discovered vulnerabilities. 

CC 7.2 3, 7, 8, 9, 25, 30, 34, 61, 64, 
67,81,82,83 

The entity monitors system components and the operation of those components 
for anomalies that are indicative of malicious acts, natural disasters, and errors 
affecting the entity's ability to meet its objectives; anomalies are analyzed to 
determine whether they represent security events. 

CC 7.3 7, 8, 32, 38,81,82,83,84 The entity evaluates security events to determine whether they could or have 
resulted in a failure of the entity to meet its objectives (security incidents) and, if 
so, takes actions to prevent or address such failures. 
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CC 7.4 7, 8, 10, 21, 24, 32, 34, 38, 43, 
72,83,84 

The entity responds to identified security incidents by executing a defined incident 
response program to understand, contain, remediate, and communicate security 
incidents, as appropriate. 

CC 7.5 4, 21, 22, 35, 42, 84 The entity identifies, develops, and implements activities to recover from identified 
security incidents. 

CC 8.1 21, 22, 24, 58, 59, 88, 89, 90, 
91, 92, 93 

The entity authorizes, designs, develops or acquires, configures, documents, tests, 
approves, and implements changes to infrastructure, data, software, and 
procedures to meet its objectives. 

CC 9.1 1, 4, 5, 6, 20, 34, 35, 37, 38, 42 The entity identifies, selects, and develops risk mitigation activities for risks arising 
from potential business disruptions. 

CC 9.2 35, 42, 47, 49, 53 The entity assesses and manages risks associated with vendors and business 
partners. 

A 1.1 35, 42 The entity maintains, monitors, and evaluates current processing capacity and use 
of system components (infrastructure, data, and software) to manage capacity 
demand and to enable the implementation of additional capacity to help meet its 
objectives. 

A 1.2 10, 34, 35, 42, 67, 89, 70, 71, 76 The entity authorizes, designs, develops, or acquires, implements, operates, 
approves, maintains, and monitors environmental protections, software, data back- 
up processes, and recovery infrastructure to meet its objectives. 

A 1.3 5, 42, 49 The entity tests recovery plan procedures supporting system recovery to meet its 
objectives. 

C 1.1 1, 28, 29, 31, 36, 53, 54, 61, 71, 
86 

The entity identifies and maintains confidential information to meet the entity’s 
objectives related to confidentiality. 
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C 1.2 28, 36, 71 The entity disposes of confidential information to meet the entity’s objectives 
related to confidentiality. 

PI 1.1 94,95 The entity obtains or generates, uses, and communicates relevant, quality 
information regarding the objectives related to processing, including definitions of 
data processed and product and service specifications, to support the use of 
products and services. 

PI 1.2 96,97,98,99 The entity implements policies and procedures over system inputs, including 
controls over completeness and accuracy, to result in products, services, and 
reporting to meet the entity’s objectives. 

PI 1.3 100,101,102,103,104 The entity implements policies and procedures over system processing to result in 
products, services, and reporting to meet the entity’s objectives. 

PI 1.4 105,106,107, 108,109,110 The entity implements policies and procedures to make available or deliver output 
completely, accurately, and timely in accordance with specifications to meet the 
entity’s objectives. 

PI 1.5 111,112,113,114,115 The entity implements policies and procedures to store inputs, items in processing, 
and outputs completely, accurately, and timely in accordance with system 
specifications to meet the entity’s objectives. 

P 1 116, 117, 118,119,120 Privacy Criteria Related to Notice and Communication of Commitments and System 
Requirements 

P 2 121,122,123, 124, 125 Privacy Criteria Related to Choice and Consent 

P 3 126, 127,128,129, 130 Privacy Criteria Related to Collection 

P 4 131,132,133,134,135,136 Privacy Criteria Related to Use, Retention, and Disposal 
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P 5 137,138 Privacy Criteria Related to Access 

P 6 139,140,141,142,143,144,145,
146,147,148,149,150,151 

Privacy Criteria Related to Disclosure and Notification 

P 7 152 Quality 

P 8 153,154 Privacy Criteria Related to Monitoring and Enforcement 

Results of Testing Performed 

The results of the testing of the control environment and controls were sufficient to conclude that controls were operating effectively 
to provide reasonable, but not absolute, assurance that the applicable trust criteria were achieved during the period May 1, 2025 to 
Dec 31 2025. 

It is each interested party’s responsibility to evaluate this information in relation to internal controls in place at each user organization 
in order to assess the total system of internal control. If it is concluded that the user organization does not have effective internal 
controls in place, Coforge’s internal controls may not compensate for such weaknesses. 
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Control Ref 
No. 

Control Activity Test Procedures Test Results 

CN 01 The Service Organization has 
established an Information Security 
Management Program aligned with 
the ISO 27001:2022 (ISMS) framework, 
comprising policies, procedures (with 
Information Security guidelines), and 
checklists available on the intranet 
portal. The ISMS policies and 
procedures are reviewed by the CISO 
and approved by the CIO at least 
annually or whenever significant 
changes are made to the program. 

Inquired with the IST team and noted that the 
Service Organization has developed an ISMS Policy 
and implemented an Information Security 
Management System framework in line with ISO 
27001:2022. The framework includes information 
security policies, procedures, and guidelines, and 
defines the roles and responsibilities of information 
security personnel. 

Inspected ISMS policy document for version history 
and approvals. The policies were reviewed by CISO 
and approved by the CIO annually, or in case of any 
major changes. 

Additionally, inspected the iEngage intranet portal to 
verify that the policy and associated checklists are 
accessible to all employees. 

No Exceptions 
Noted 

CN 02 CISO circulates information security 
awareness, including updates on the 
latest threats, vulnerabilities, and risks, 
through monthly emails. 

Inquired with management and confirmed that the 
CISO circulates monthly emails for awareness on 
information security, focusing on vulnerabilities and 
threats. 

Inspected sample email communications to confirm 
that the CISO circulated information security 
awareness emails monthly. 

No Exceptions 
Noted 
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CN 03 On a bi-annual basis, the IS Officer 
conducts Internal Audits (IA) to 
evaluate the design and operational 
effectiveness of ISMS controls across 
Administration, IT, HR, and Projects.  

Audit findings are documented in the 
ISMS Internal Audit Report and 
categorized based on their criticality as 
Major Non-Conformances (NC), Minor 
NC, Observations, or Opportunities for 
Improvement (OFI). The IS Officer 
monitors the status of these audit 
findings to ensure timely 
implementation of corrective actions. 

Inquired with the IST team that the ‘ISMS Mandatory 
Requirements’ document includes the procedure for 
conducting Internal Audits (IA) to evaluate the design 
and operational effectiveness of ISMS controls on a 
bi-annual basis. 

Inspected internal audit reports for sample projects 
and departments during the review period to 
confirm that the IS Officer conducted the audits and 
that findings were documented and categorized 
based on their criticality as Major Non-
Conformances (NC), Minor NC, Observations, or 
Opportunities for Improvement (OFI).  

Additionally, reviewed email communications to 
verify that the audit findings were communicated to 
the relevant stakeholders. 

Reviewed the SIRIUS portal for a selected sample of 
projects to confirm that audit findings were tracked 
until closure. 

No Exceptions 
Noted 

CN 04 The Service Organization has 
established a formal risk management 
procedure that outlines risk tolerances 
and the process for assessing risks 
based on identified threats and 
defined tolerances. The document is 
reviewed by the CISO and approved by 
the CIO annually or whenever 
significant changes occur. 

Inquired with IST team that Risk Assessment 
Methodology procedure has been established to 
confirm that the Service Organization has defined 
and documented a formal risk management process 
specifying risk tolerances and the method for 
evaluating risks based on identified threats. 

Inspected the document’s approval records to verify 
that it is reviewed by the CISO and approved by the 
CIO annually or whenever significant changes occur. 

No Exceptions 
Noted 
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CN 05 On a bi-annual basis, the IS Officer 
conducts Information Security Risk 
Assessments (RA) for support 
departments (HR, Administration, IT) 
to identify threats and vulnerabilities, 
following the guidelines and templates 
outlined in the RA Methodology 
document. 

The respective department SPOC, in 
collaboration with the IS Officer, 
documents risk mitigation plans for the 
threats and vulnerabilities identified 
during the Risk Assessment and tracks 
their implementation to closure with 
the relevant business units. 

Inspected sample Risk Assessment reports to 
confirm that the IS Officer conducted Information 
Security Risk Assessments for support departments 
on a bi-annual basis to identify threats and 
vulnerabilities, in line with the guidelines and 
templates specified in the RA Methodology 
document. 

Reviewed the risk mitigation plan documents 
prepared by the IS Officer for the identified threats 
and vulnerabilities.  

Verified that these threats and vulnerabilities were 
tracked to closure through the SIRIUS portal. 

No Exceptions 
Noted 

CN 06 On a bi-annual basis, the respective 
Program Manager conducts 
Information Security Risk Assessments 
(RA) for projects to identify threats and 
vulnerabilities, following the guidelines 
and templates defined in the RA 
Methodology document.  

In case any threats or vulnerabilities 
are identified during the RA, the 
project SPOC communicates the RA 
report to the IS Officer. The SPOC, in 
collaboration with the IS Officer, 
documents risk mitigation plans for the 
identified threats and vulnerabilities 

Inquired with the Project Team Lead that Risk 
Assessments are conducted on a bi-annual basis to 
identify threats and vulnerabilities, in accordance 
with the guidelines and templates defined in the RA 
Methodology document. 

Reviewed the risk mitigation plans for sample 
projects to confirm that the IS Officer, in 
collaboration with the respective departmental 
heads, prepared mitigation plans for the identified 
threats and vulnerabilities.  

Inspected sample projects in the SIRIUS portal to 
verify that the identified threats and vulnerabilities 
were tracked to closure. 

No Exceptions 
Noted 
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and tracks their implementation to 
closure with the respective business 
units. 

CN 07 The Service Organization has a defined 
and documented information security 
incident management policy that is 
reviewed by CISO and approved by CIO 
on annual basis. 

Inquired with the IST team and noted that 
Information Security Incident Management policies 
and procedures are documented to guide users in 
identifying, reporting, and mitigating security 
incidents and failures.  

Inspected the approval records for the policy to 
confirm that it is reviewed by the CISO and approved 
by the CIO on an annual basis. 

No Exceptions 
Noted 

CN 08 Information Security incidents 
reported by employees through the 
ticketing tool are managed by the IS 
Officer in accordance with the Incident 
Management policies and procedures. 
The IS Officer documents corrective 
actions and the root cause analysis 
(RCA) within the ticket before its 
closure. 

Inspected sample incident tickets to confirm that 
incidents reported by employees via the ticketing 
tool were resolved by the IS Officer in accordance 
with the Incident Management policies and 
procedures.  

Additionally, reviewed the Security Incident log and 
RCA records to verify that corrective actions and the 
root cause analysis were documented within the 
ticket by the IS Officer prior to its closure. 

No Exceptions 
Noted 

CN 09 Audit logs are continuously monitored 
for events related to security and 
confidentiality threats. 

Inquired with the IST team that QRadar tool is 
implemented to monitor audit logs and collect 
events related to security and confidentiality threats. 

Inspected configurations of QRadar tool and sample 
of automated alerts e-mail notification to verify that 
the events related to security and confidentiality 

No Exceptions 
Noted 
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threats were continuously monitored and tracked till 
closure. 

CN 10 The Service Organization has a 
documented backup procedure that 
specifies backup schedules and 
frequency. The procedure is reviewed 
and updated annually by the CISO and 
approved by the CIO. 

Inspected backup procedure document to confirm 
that it defines the process for managing backups, 
including the backup schedules and frequency. 

Additionally, inspected the review records to verify 
that Backup procedure is updated annually reviewed  
and approved by the CISO. 

No Exceptions 
Noted 

CN 11 Access   Control   Policy   is   defined   
and documented. On an annual basis, 
the CISO reviews ‘Access Control 
Policy' and updates the same if 
needed.  The CISO sends updated 
‘Access Control Policy' document to 
the CIO for approval. 

Inspected Access Control Policy document to verify 
that procedure for logical access management of 
users was documented. 

Also, inspected the review records and email 
communication to verify that policy document was 
reviewed by CISO and sent to CIO for approval on an 
annual basis. 

No Exceptions 
Noted 

CN 12 When an employee joins, Domain ID is 
created on / after the date of joining of 
the employee. 

Inspected On-boarding tool to verify that Domain ID 
of new joiners were created through automated 
script run between HRMS database and AD. 

Inspected sample e-mail notification from SAP to the 
on-boarding tool to verify that the details were 
received by the On-boarding tool and domain ID was 
created as per the notification. 

No Exceptions 
Noted 

CN 13 On a quarterly basis, the IT team 
member performs a reconciliation 
between active domain    IDs    and    the    
list    of    current employees for   

Inspected sample e-mail communications from IT 
team to verify that reconciliation of list of active 
domain IDs with list of active employees was 
performed and shared with IT Ops Head. 

No Exceptions 
Noted 
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identifying   unauthorized domain   
access   and   sends   results   of 
reconciliation to the IT Ops Head.   The 
IT team member takes corrective 
action as suggested by the IT Ops Head. 

Also, inspected the e-mail approval received from IT 
head to verify that the reconciliation was reviewed 
and approved by the IT head. 

CN 14 Administrative access to workstations 
(desktops and laptops) are not granted 
to end users. 

Inspected group policies for workstations to verify 
that admin access to workstations was not granted 
to end users. 

Also, inspected the workstation admin group to 
verify that admin access to workstations was 
provided to restricted users only. 

No Exceptions 
Noted 

CN15 Administrative access to servers 
(domain controller, patch server, 
antivirus server) and firewall are 
restricted to authorized personnel 
from the IT Department. 

Inspected system generated list of users having 
administrative access to servers and firewalls to 
verify that administrative access on servers including 
domain controller, patch server, antivirus server and 
firewall was restricted to authorized personnel from 
IT Department. 

No Exceptions 
Noted 

CN 16 On a quarterly basis, the IT team 
member extracts and sends the list of 
personnel having administrative access 
to domain controllers and network 
devices to the CIO for review and 
approval. The IT team member     takes     
corrective     action     as suggested by 
the CIO. 

Inquired with IT head that IT team members shared 
the list of employees having administrative access to 
domain controllers and network devices to CIO for 
review and approval on quarterly basis. 

Inspected sample e-mail from the CIO to verify that 
the records were reviewed and approved by the CIO. 

No Exceptions 
Noted 
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CN 17 Passwords are controlled through 
group policy settings on the domain 
controller in accordance   with   the   
'Password   Policy SOP', and includes 
minimum password length, password 
complexity, maximum password age, 
password history, and account lockout 
settings. 

Inspected Password Policy SOP document to verify 
that password parameters are defined and 
configured on workstations and servers. 

Also, inspected group policy configuration for 
domain to verify that password settings were in 
place as per Password Policy SOP. 

No Exceptions 
Noted 

CN 18 The Service Organization’s certified 
screen saver with password protection 
is enabled on    workstations    and    
servers (domain controller, patch 
server, antivirus server). After a 
specified time configured on the 
domain controller, the   workstation 
and server screens are locked 
automatically. 

Inspected Password Policy SOP documented to verify 
that timelines for screensaver lockout was 
documented. 

Also, inspected group policy configuration to verify 
that screensaver lockout was configured as per the 
Password Policy SOP document. 

No Exceptions 
Noted 

CN 19 Guest or anonymous logins are not 
allowed on    workstations    and    
servers (domain controller, patch 
server, antivirus server). 

Inspected group policy configuration for sample 
workstations and servers (domain controller, patch 
server, antivirus server) to verify that guest or 
anonymous logins were not allowed on workstations 
and servers (domain controller, patch server, 
antivirus server).  

No Exceptions 
Noted 

CN 20 Trellix antivirus software has been 
installed on    workstations    and    
servers (domain controller, patch 
server, antivirus server). Latest 
signatures are automatically 

Inquired with server and network team for central 
antivirus console to verify that they were configured 
to download virus definition files on a daily basis and 
pushed out to workstations and servers. 

No Exceptions 
Noted 
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downloaded by the centralized 
antivirus server and are pushed out to 
workstations and servers.  Automated 
weekly antivirus scan is scheduled to 
identify and delete any virus infected 
files or malwares. 

Inspected antivirus server configuration to verify 
weekly scans were run on end user workstations and 
servers to identify and delete any virus infected files 
or malwares. 

Additionally, verified on sample workstations that 
the antivirus configuration was updated with the 
latest virus definitions. 

CN 21 Network: Network team updates the 
IOS version based on recommendation 
given by vendor /product. Network 
team upgrades IOS first on test devices 
and only upon successful test results, 
they upgrade the IOS on network 
devices. 

Servers: A monthly review is 
performed by IT personnel who share 
a list of servers with outdated policies 
to the server owner. The server owner, 
depending on available downtime, 
proceeds to upgrade the server and    
provides    confirmation    to    the    IT 
personnel upon completion.  However, 
if a server is not updated within a 
specified timeframe, a forced update is 
initiated to ensure compliance. 

Inquired with the network and server teams and 
confirmed that change tickets were raised for patch 
and IOS updates, which were tested before being 
deployed on servers and network devices. 

Inspected sample mail communication for  change 
request of servers and network devices to verify that 
the running versions were updated with the latest 
patches and IOS releases. 

No Exceptions 
Noted 

CN 22 Operating   system   security   patches   
for servers (including the domain 
controller, patch server, and antivirus 
server) & end points are regularly 

Inquired with Network and Server team to 
determine that patch compliance report is generated 
for list of servers having outdated patches that were 

No Exceptions 
Noted 
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updated using the System Center 
Configuration Manager (‘SCCM’). The 
SCCM administrator deploy required    
patches    to    servers    through SCCM. 

extracted and shared with server owner on monthly 
basis. 

Inspected sample e-mail communication and patch 
compliance report to verify that the list of  servers 
with outdated patches shared with server owners on 
monthly basis to initiate corrective actions. 

CN 23 Incoming and outgoing e-mail 
attachments are scanned for malware 
using Microsoft Exchange Online 
Protection software. 

Inspected configuration of Microsoft exchange 
server to verify that it was configured to filter 
incoming and outgoing malicious attachment 
extensions. 

No Exceptions 
Noted 

CN 24 The Service Organization has defined & 
documented    hardening    guidelines    
for workstations, servers, and network 
devices. These   guidelines   are   
reviewed   by   the Manager – IT and 
approved by the Delivery Head - IT/CIO 
on an annual basis. 

Inquired with IT Ops, Server and Network team for 
Hardening Guideline were defined and documented 
for hardening workstations, servers and network 
devices. 

Inspected Hardening Guideline document to verify 
that parameters were defined and documented for 
hardening workstations, servers and network 
devices. 

Also, inspected sample servers and network devices 
configuration screenshots to verify that hardening 
parameters were implemented as defined in the 
hardening guidelines. 

No Exceptions 
Noted 

CN 25 The Service Organization has deployed 
a firewall to safeguard its corporate 
network from   unauthorized   security   
threats   and external intrusions.  The 

Inspected firewall configurations to verify that 
firewall rulesets and intrusion prevention system 
were configured to prevent unauthorized security 
threats and intrusion prevention.  

No Exceptions 
Noted 
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firewall has been configured with rule 
sets to permit traffic in 

accordance with its configuration. 
Access to the perimeter firewalls has 
been limited exclusively to authorized 
personnel from the IT team. 

Also, inspected system generated list of users having 
access to perimeter firewall and e-mail 
communication containing authorized personnel 
from the IT Department having administrative access 
to verify that access to perimeter firewall was 
restricted to authorized personal from IT 
Department. 

CN 26 The firewall rulesets review is 
performed by the IT team on a 
quarterly basis. 

Inspected sample firewall review report  for quarters 
to verify that review of firewall ruleset was 
performed by IT team on a quarterly basis. 

No Exceptions 
Noted 

CN 27 Users requiring software raises a 
service request within the IT Service 
Desk tool and the requested software 
is installed by the Associate - IT post 
approval from user’s supervisor and 
the Associate-Software Asset 
Management (SAM). Ability to 
download software on workstations  is 
disabled for end users. 

Inspected sample  SR ticket  for software installation 
requests during review period to verify that 
Associate – IT installed the requested software post 
approvals from the user’s supervisor and Associate – 
Software Asset Management. 

Also, inspected system configurations for sample 
workstations to verify that ability to install software 
on workstations was disabled for end users. 

No Exceptions 
Noted 

CN 28 Removable    media    devices    such    
as Universal Serial Bus (‘USB’) ports for 
mass storage devices are disabled by 
default. 

In   case   of   exceptions, approvals   are 
obtained from the IS Officer, post 
providing business justification via SR 
within the IT Service Desk tool. 

Inspected sample workstations configurations for 
removable media devices to verify that removable 
media devices such as Universal Serial Bus (‘USB’) 
ports for mass storage devices were disabled. 

Also, in case of exceptions, inspected sample SR 
tickets to verify that USB was enabled after approvals 
were obtained from the IS Officer and providing 
business justification via SR within the IT Service Desk 
tool. 

No Exceptions 
Noted 
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CN 29 BitLocker is installed and configured 
for hard disk encryption on laptops 
issued to employees working in the 
Service Organization to secure the data 
from unauthorized access. 

Inspected group policies configuration for domain to 
verify that BitLocker was enabled for hard disk 
encryption on laptops issued to employees working 
in the Service Organization to secure the data from 
unauthorized access. 

No Exceptions 
Noted 

CN 30 Upon receiving a request from the 
Asset Team, workstations, laptops, and 
media devices are formatted. Requests 
may involve   formatting   before   
internal   asset transfers, asset 
disposal, or asset decommissioning. 
These actions are executed in 
alignment with the Coforge Procedure 
for Media Disposal. 

Inquired with the Senior Manager - Administration 
that there were no occurrences of internal asset 
transfers, asset disposal, or asset decommissioning 
happened during the Specified Period. 

Inspected the email communication of Senior 
Manager - Administration to verify that there was no 
occurrence of any hardware and media disposal 
during the Specified Period. 

No Exceptions 
Noted 

CN 31 Wireless access is secured using the 
WPA2 encryption standard. 

Inspected  the WLAN security policies to confirm that 
WPA2 encryption has been implemented. 

No Exceptions 
Noted 

CN 32 Intrusion Detection Systems (IDS) 
generate alerts at regular intervals to 
indicate potential threats. These alerts 
are categorized as cases and are 
subsequently investigated and 
resolved by the IT team, following the 
guidance and notifications provided by 
the Cyber Intelligence Center (CIC). 

Inspected the rulesets implemented in IDS to verify 
that it was configured to generated periodic alerts in 
case any threats were identified. 

Also, for selected sample of alerts from the IDS 
inspected the corresponding incident ticket to verify 
that IT team investigated and resolved the incidents 
with instructions from CIC team.  

No Exceptions 
Noted 

CN 33 Remote access is provided through a 
multi-factor encrypted VPN 
connection. 

Inspected the Global Protect portal configuration for 
two factor VPN authentication to verify that remote 

No Exceptions 
Noted 
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access was provided through a two-factor encrypted 
VPN connection. 

CN 34 The SVN server is backed up on a 
scheduled basis, and in the event of 
any backup failure, automatic alerts 
are generated and sent to the 
Engineering team to take corrective 
action as needed. 

Inquired with management to confirm that backups 
are performed according to the scheduled plan and 
that automatic alerts are configured to notify in case 
of backup failures. 

Inspected backup schedule for the SVN server and 
backup logs to verify that the SVN server was backed 
up on a scheduled basis. 

No Exceptions 
Noted 

CN 35 Data restoration (SVN) for project data, 
centralized services, applications, and 
servers is performed upon receiving a 
request from the respective project or 
function. 

Inspected sample backup restoration requests raised 
during the period to verify that backups for projects/ 
function were restored on a half yearly basis by IT 
Team to check for the consistency and integrity of 
data. 

No Exceptions 
Noted 

CN 36 The Service Organization has defined 
and documented data classification as 
part of Asset Management policy. 
Policy is reviewed by CISO and 
approved by CIO. 

Inquired with IST head that Asset Management 
policy is defined and documented for data 
identification and classification.  

Inspected Asset Management policy to verify that 
the Service Organization had defined and 
documented data classification as part of Asset 
Management policy. Policy is reviewed by CISO and 
approved by CIO. 

No Exceptions 
Noted 

CN 37 The   Service   Organization   obtains   
SOC reports from Sub Service 
Organizations, and the Information 

Inspected the SOC reports from Sub Service 
Organizations to verify that the Service Organization 
obtains SOC reports from Sub Service Organizations 

No Exceptions 
Noted 
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Security team reviews them on annual 
basis. 

and the Information Security team reviewed them on 
annual basis. 

CN 38 Presenting a monthly security incident 
status report to the Chief Information 
Officer (CIO) and actively monitoring 
open items until resolution reflects a 
proactive and transparent approach to 
information security management. 

Inquired with IST head monthly status for security 
incidents was presented to CIO to discuss project 
status and open items that were tracked till closure. 

Inspected sample report capturing monthly status 
for security incidents to verify that security incidents 
were presented to CIO, and open items were tracked 
till closure. 

No Exceptions 
Noted 

CN 39 The domain ID will be deactivated 
within one business day following the 
employee's last working day upon 
exiting the company. 

Inspected sample separated employees for last 
working day in the SAP application and compared it 
with the date of domain ID deactivation by IT team 
in the active directory to verify that the domain ID 
was disabled within one working day from the 
employee’s last working date. 

No Exceptions 
Noted 

CN 40 Stimulated Phishing awareness 
campaigns are   performed   by   the   
SOC   team   in collaboration with IST 
on a quarterly basis at entity level.  
Users who intentionally or 
unintentionally   click   to   these   
phishing emails are auto-assigned 
training to create phishing awareness 
amongst users. 

Inspected sample emails circulated by the SOC team 
on a monthly basis to verify that recommended 
practices and phishing-related advisories were 
communicated to employees and that records were 
maintained. 

No Exceptions 
Noted 

CN 41 Internet access restrictions are aligned 
with the Acceptable Usage Policy. By 
default, social media websites, gaming 

Inspected the policies defined in content filtering 
solution to verify that users were granted restricted 
access to the internet according to policies. 

No Exceptions 
Noted 



 
 

Confidential   Page 92 of 129 

platforms, and streaming sites are 
blocked. If a user requires such access, 
a service request must be raised, which 
is subsequently reviewed by the user’s 
Supervisor and the IST team. 

Also, inspected the configuration settings of content 
filtering solution to verify that users’ access to the 
internet were logged. 

CN 42 The Service Organization has 
established project/department-
specific Business Continuity 
Management System (BCMS) plans 
and Business Impact Analysis (BIA) 
documents to address business 
continuity and recovery strategies. 
These BCP/BIA documents are 
reviewed annually by the IS Officer or 
project SPOC of the respective 
departments and subsequently 
approved by the Business Head. 

Inspected the Business Continuity Plan (BCP) and 
Business Impact Analysis (BIA) reports for sample 
projects and departments to verify that the BCMS 
plans and BIA were formally documented.  

Further, inspected BCP records to confirm that the 
project/department-specific BCP/BIA were reviewed 
annually by the IS Officer or project SPOC and 
approved by the Business Head. 

No Exceptions 
Noted 

CN 43 On a bi-annual or annual basis (as per 
contractual requirements), the SPOC 
of the respective department conducts 
a BCP drill and prepares a BCMS test 
report for the project/department. 
Any risks or deficiencies identified 
during the drill are documented by the 
SPOC in the BCMS drill report, along 
with the corresponding remediation 
actions, and are tracked to closure 
within six months of the drill (if 
applicable). 

Inquired with IST head for 'Business Continuity 
Management' is defined and documented to verify 
that it included procedure for conducting a BCMS 
test and preparing BCMS test report for the project/ 
respective department. 

Inspected Business Continuity Plan document and 
sample BCP drill to ensure that BCMS test was 
conducted semi-annually and report was prepared 
by the BCP SPOC. 

No Exceptions 
Noted 
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CN 44 On a quarterly basis, the IS Officer 
perform Vulnerability assessment to 
identify vulnerabilities and evaluate 
network security risks, and tracks the 
issues identified during the VA to 
closure. 

Inspected sample Vulnerability Assessment and 
Penetration Testing (VAPT) report conducted on 
quarterly basis performed by IS Officer to assess 
vulnerability and evaluate network security risks, 
and tracked the issues identified to closure. 

No Exceptions 
Noted 

CN 45 The Service Organization has 
developed a Supplier Relationship 
Policy based on the ISO    27001:2022 
(‘ISMS’) framework. 

Vendor   risk   assessment   framework   
is established to manage third party 
risks. Vendors undergo vendor risk 
assessment while on boarding. 

Inspected Supplier Relationship policy document to 
verify that it was documented based on ISO 
27001:2022 framework. 

Also, inspected the vendor risk management manual 
document to verify that it covered Vendor Risk 
Management Framework and procedures for 
managing third party risks. 

Further, inspected the vendor risk assessment 
framework to verify that vendors undergo vendor 
risk assessment while on boarding. 

No Exceptions 
Noted 

CN 46 The    Service    Organization    has    
formal agreements/ contracts with 
related third- parties     or     vendors.     
These     formal agreements/    
contracts    include    clauses relating to 
confidentiality, security controls, etc. 
as applicable to that engagement with 
the third-party or vendor. 

For selected sample of vendors during the Specified 
Period, inspected the formal agreements to verify 
that formal agreements were in place with related 
parties and vendors. 

Also, inspected confidentiality and security clauses in 
formal agreements to verify that formal agreements 
also included confidentiality and security 
commitments. 

No Exceptions 
Noted 

CN 47 All new hires (employees and 
contractors) are  required  to  complete  
the  Information Security   

Inspected sample ISMS awareness training 
completion records of new joiners (employees and 
contractors) to verify that they were required to 

No Exceptions 
Noted 
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Management   System   (‘ISMS’) 
awareness     training     and     pass     the 
assessment  before  their  official  start  
date (‘DOJ’) with the company. 

The  existing  employees  are  required  
to undergo ISMS awareness refresher 
training on an annual basis. 

complete the Information Security Management 
System (ISMS) awareness training and assessment 
prior to their joining date. 

 
Additionally, reviewed sample ISMS refresher 
training records of active employees to confirm that 
they were required to undergo ISMS awareness 
refresher training on an annual basis. 

 

CN 48 Segregation of duties matrix are 
defined at a functional level and 
project level. 

Inspected segregation of duties matrix for the 
selected sample of projects during the review Period 
to verify that it was defined at both the functional 
and project levels, and approved by the Program 
Manager. 

No Exceptions 
Noted 

 

CN 49 Key contacts of all parties, including 
emergency contacts and business 
continuity team contacts, are 
documented in the BCP/DR plan. 

Inspected the  BCP/DR plan to verify that it included 
key contacts of all parties, such as emergency 
contacts and business continuity team contacts, and 
that the document was reviewed by the CISO and 
approved by the CIO. 

No Exceptions 
Noted 

CN 50 Program Manager prepares the Project 
Health Report (PHR) on a monthly basis 
and presents it to the Delivery Head 
and Senior Management of the Service 
Organization. 

Inspected  Project Health Report (PHR) from the 
Sirius portal for sample projects and months to verify 
that the Program Manager prepared and submitted 
the PHR to the delivery head and senior 
management of the Service Organization. 

No Exceptions 
Noted 

CN 51 The Service Organization has defined 
and documented Human 
Resources(HR) policies  and  

Inspected ‘Standard Operating Procedure On- 
Boarding’, ‘Standard Operating Procedures 
Governing India Joining Process’, ‘Standard 
Operating Procedure Separation Management’, 

No Exceptions 
Noted 
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procedures  to  address  the following 
areas: 

- On boarding of employees; 

- Transfer of employees; 

- Separation of employees; 

- Background Verification; and 

- Training and Development 

The   HR   policies   and   procedures   
are reviewed  and  approved  by  the  
respective HR Head at-least annually, 
or in case of any major changes. 

‘Standard Operating Procedures Governing 
Background Checks Process’ and ‘SG200- Training’ 
documents, to verify that the procedure for 
onboarding, transfer and separation of employee, 
background verification of employees and training- 
development of the employees were documented, 
and were approved by respective HR Head at-least 
annually, or in case of any major changes. 

CN 52 Talent       Acquisition       team       
initiates Background  Verification  
(‘BGV’)  for  new offered      employees.      
BGV includes employee’s       
educational       verification, previous 
employment verification, database 
check,  dual  employment  check  and  
any other  checks  mandated  by  the  
client.  In case of a failed BGV, the 
report is sent to tagged BHR to take 
corrective action as per BGV policy. 

Inspected the background verification flow to verify 
that the HR Department initiated  Background  
Verification  (‘BGV’)  for  new employees and BGV 
included employee’s educational verification, 
previous employment verification, and database 
check/ criminal background verification. 

Also, for selected sample of new joiners during the 
Specified Period, inspected the background 
verification reports and confirmed that there were 
no case of a negative BGV report. 

No Exceptions 
Noted 

CN 53 New    joiners    (regular    employees    
and contractual employees) are 
required to sign the  'Acceptable  Usage  
Policy'  and  'Non- Disclosure 
Agreement' at the time of joining. 

For selected sample of new joiners (regular 
employees and contractual employees) during the 
Specified Period, inspected the signed ‘Acceptable 
Usage Policy’ and ‘Non-Disclosure Agreement’ to 
verify that new joiners (regular employees and 
contractual employees) were required to sign the 

No Exceptions 
Noted 
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‘Acceptable Usage Policy’ and ‘Non-Disclosure 
Agreement’ at the time of joining. 

CN 54 Code  of  conduct  is  documented  and  
is approved by Management board 
annually / whenever there is a change. 

Inspected the code of conduct document to verify 
that code of conduct was documented. 

Also, inspected the review records to verify that code 
of conduct was approved by management board 
annually/ whenever there was a change. 

No Exceptions 
Noted 

CN 55 Personnel  are  informed  of  the  KPAs  
and expectations      for      their      roles      
and responsibilities  through  
documented  goal sheet on an annual 
basis. 

Inspected Performance management policy and goal 
sheet for sample active employee to verify that 
personnel were informed of the KPAs and 
expectations for their roles and responsibilities 
through documented goal sheet on an annual basis. 

No Exceptions 
Noted 

 

CN 56 Manager conducts employee 
performance evaluation based on the 
defined KRA's on an annual basis. 

Inquired with HR head that  employee performance 
evaluation is performed  on an annual basis by 
respective manager based on the defined KRA's. 

Inspected Performance Management policy and  
sample  performance evaluation reports of active 
employees to verify that manager conducted 
employee performance evaluation based on the 
defined KRA’s on an annual basis. The policy is 
approved by Chief People Officer (CPO). 

No Exceptions 
Noted 

CN 57 The  Requisition  Request  (‘RR’)  raised  
by the respective business manager, 
includes the mandatory    requirements    
such    as experience,   job   description,   
roles   and responsibilities. The RR is 
approved by the supervisor. Roles and 

Inspected the process document for recruitment of 
new employees to verify that the document was 
version controlled, reviewed and approved by 
authorized personnel at least annually or whenever 
there was a change in the process. 

No Exceptions 
Noted 
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responsibilities from RR  are  defined  
on  Requisition  Request portal and 
shared with the new joiner at the time 
of interview. 

Also, ascertained that the aforementioned process 
document was uploaded on Intranet portal for the 
reference of concerned employees. 

CN 58 The  IT  Team  Member  analyses  the  
IT incident   and   based   on   priority   
takes necessary   action   for   
resolution.   Upon resolution  of  the  IT  
incident,  the  IT  Team Member  
updates  the  ticket  with resolution 
comment and closes the ticket within 
the IT Service desk. 

For selected sample of IT incidents raised during the 
Specified Period, inspected the sample ticket details 
from IT Service Desk to verify that the IT Team 
Member analyzed the IT incident. 

Also, inspected sample ticket to verify that based on 
priority, IT team member took necessary action for 
resolution and upon resolution of the IT incident, the 
IT Team Member updated the ticket with resolution 
comment and closed the ticket within the IT Service 
desk. 

No Exceptions 
Noted 

 

CN 59 For IT infrastructure changes, the 
Associate - IT fills the RFC form with the 
description of change for approval 
from the Manager - IT and Delivery 
Head - IT. 

For selected sample IT infrastructure changes during 
the Specified Period, inspected the approval details 
and RFC form to verify that it was filled by the 
Associate – IT with description of change for 
approval from the Manager - IT and Delivery Head - 
IT.  

 

No Exceptions 
Noted 

CN 60 Asset   register    of   the    entity's    
system components   including   
infrastructure   and application assets 
is maintained within SAP by the Admin 
team. 

Inspected the asset register for asset details such as 
assets label, name, information asset components, 
owner to verify that asset register of the entity’s 
system components including infrastructure and 
application assets was maintained by the admin 
team. 

No Exceptions 
Noted 
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CN 61 The   Service   Organization   facilities   
are guarded on a continuous basis by 
security personnel.  If  an  employee  is  
not  carrying his/  her  photo  ID  card,  
the  administration department  issues  
a  temporary  employee badge   post   
verification   from   respective 
reporting manager/HR. 

Observed during office visit Organization facility area 
were guarded by security personnel on continuous 
basis.  

Inspected sample entries for issuance of temporary 
card in entry register by security personnel to verify 
that for an employee not carrying his/ her photo ID 
card, the administration department issued a 
temporary employee badge post verification from 
respective reporting manager/HR. 

No Exceptions 
Noted 

CN 62 The security personnel issues visitor 
card to visitors/   vendors   at   the   
entry   point   of premises  post  
recording  details,  such  as visitor/   
vendor   name,   ID   card   number, 
contact person, contact number, entry 
time, and    electronic    media    items    
(laptop, electronic storage media, 
voice recorder, if any)   in   the   ‘Visitor   
Register’   /   'Visitor Management    
System'    placed    at    the entrance of 
the premises. 

Inspected sample visitor logs to verify that the 
security personnel issued visitor card to visitors/ 
vendors at the entry point of premises post recording 
details, such as visitor/ vendor name, ID card 
number, contact person, contact number, entry 
time, and electronic media items (laptop, electronic 
storage media, voice recorder, if any) in the ‘Visitor 
Register’ placed at the entrance of the premises. 

No Exceptions 
Noted 

CN 63 Visitors/ vendors are allowed to access 
the premises only under the 
supervision of an authorized 
employee. 

Inspected sample email communications for  
vendors facility access to verify that visitors/vendors 
were permitted entry only under the supervision of 
an authorized employee. 

No Exceptions 
Noted 

CN 64 Access to the server rooms is restricted 
to authorized personnel via Electronic 
Access Control System (‘EACS’). 

For selected sample of dates for all in-scope locations 
during the Specified Period, inspected the EACS logs 
for the server rooms and compared it with the 

No Exceptions 
Noted 
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authorized listing provided and maintained by IT 
team for all in- scope locations to verify that access 
to the server rooms was restricted to authorized 
personnel via EACS. 

CN 65 Newly    joined    employees    are    
granted access to the delivery centers 
by Physical Security team on/after the 
date of joining. 

For selected sample of dates for all in-scope locations 
during the Specified Period, inspected the date of 
physical access creation in Access Control System 
(‘ACS’) by Physical security team and compared it 
with the date of joining in SAP application to verify 
that newly joined employees were granted access to 
the delivery centers by Physical Security team 
on/after the date of joining. 

No Exceptions 
Noted 

CN 66 Basis the last working day of the 
employee, the physical access from 
delivery centers is revoked  by  Physical  
Security  Team.  The Physical   security   
team   sends   an   email confirming   
access   revocation   within   1 working 
day of LWD to HR. 

For selected sample of dates for all in-scope locations 
during the Specified Period, inspected  access 
revocation email confirmation by physical security 
team to the HR to verify that basis the last working 
day of the employee, the physical access from 
delivery centers was revoked by Physical Security 
Team and sends an email confirmation within 1 
working day to the HR. 

No Exceptions 
Noted 

CN 67 Close Circuit Television (‘CCTV’) 
cameras are  installed  at  entry/  exit  
points  of  the Service    Organization    
premises,    server rooms,  and  project  
work  area  including every  critical  
area.   CCTV  recordings  are retained 
for a period of 90 days. 

Observed during the walkthrough that the CCTV 
were installed within the Service Organization’s 
premises, server rooms and project work areas to 
verify that Close Circuit Television (CCTV’) cameras 
were installed at entry/ exit points of the Service 
Organization premises, server rooms, and project 
work area. 

No Exceptions 
Noted 
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inspected the retention period of CCTV recordings 
for all in-scope locations to verify that CCTV 
recordings were retained for a period of 90 days. 

CN 68 On a monthly basis, the administration 
team extracts the list of users having 
access to the server room and sends an 
e-mail / hard copy to the Delivery Head 
- IT for review. Administration team 
takes corrective action suggested by 
the Delivery Head - IT. 

For selected sample of months during the Specified 
Period, inspected the server access reconciliation 
records to verify that on a monthly basis, the 
administration team extracted the list of users 
having access to the server room and sent it to the 
Delivery Head – IT for review. 

Also, inspected the e-mail communication from the 
IT head to verify that the server access list was 
reviewed and approved by IT head. 

No Exceptions 
Noted 

CN 69 Air conditioners and humidity 
monitoring equipment are installed 
within server rooms to control and 
maintain temperature and humidity 
conditions at optimal performance 
levels.   Air   conditioners   maintenance   
is performed on a quarterly basis. 

Observed and confirmed during the physical 
walkthroughs the availability of air conditioners and 
humidity monitoring equipment within server rooms 
to verify that air conditioners and humidity 
monitoring equipment were installed within server 
rooms to control and maintain temperature and 
humidity conditions at optimal performance levels. 

For selected sample of quarters during the Specified 
Period, inspected the air conditioners maintenance 
report for all in- scope locations to verify that air 
conditioners maintenance was performed on a 
quarterly basis. 

 

CN 70 Uninterrupted Power Supply (‘UPS’) 
and Diesel    Generator (‘DG’) systems    
are implemented   to   help   ensure   
continuous running    of    information    

Observed and confirmed during the physical 
walkthroughs that the availability of Uninterrupted 
Power Supply (‘UPS’) and Diesel Generator (‘DG’) 
systems to verify that Uninterrupted Power Supply 

No Exceptions 
Noted 



 
 

Confidential   Page 101 of 129 

systems.    UPS maintenance is 
performed on a quarterly basis. 

(‘UPS’) and Diesel Generator (‘DG’) systems were 
implemented to help ensure continuous running of 
information systems. 

For selected sample of quarters during the Specified 
Period, inspected the UPS maintenance reports for 
all in-scope locations to verify that UPS maintenance 
was performed on a quarterly basis. 

CN 71 The Service Organization has defined a 
disciplinary    action    policy    for    
handling matters related to violation of 
company policies, breach   of   
discipline, security breaches   and   
misconduct   of   employee through 
appropriate disciplinary action. 

Inspected disciplinary policy to verify that the Service 
Organization had defined a disciplinary policy for 
handling matters related to violation of company 
policies, breach of discipline and misconduct of 
employee through appropriate disciplinary action. 

No Exceptions 
Noted 

CN 72 Town halls/Security Meetings are held 
by management on quarterly basis to 
apprise employees of organization 
commitments, integrity, performance, 
objectives, expectations, and 
milestones. 

Inspected sample meeting invite for months to verify 
that Town halls/Security Meetings were held by 
management on monthly basis to apprise   
employees   of   organization commitments, 
objectives, expectations related to information 
security. 

No Exceptions 
Noted 

CN 73 The company has a whistle-blower 
policy which is available on the intranet 
portal and communicated to all the 
employees through annual awareness 
mailers. 

Inquired with management the ‘iEngage’ intranet 
portal is in place for the whistle blower policy was 
made available and communicated to the 
employees. 

No Exceptions 
Noted 

CN 74 Governance meetings with the Board 
of Directors   are   conducted   on   a   

For selected sample of quarters during the Specified 
Period, inspected the meeting reports to verify that 

No Exceptions 
Noted 
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quarterly basis to have a discussion 
around the Service Organization’s 
objectives. 

governance meetings with the Board of Directors 
were conducted on a quarterly basis to have a 
discussion around the Service Organization’s 
objectives. 

CN 75 Results from external audit 
assessments conducted by third 
parties are discussed and    shared    
with    the   CEO    by    the 
Management   as   a   part   of   the   
annual meeting. 

Inspected the meeting reports containing results 
from external audit assessments conducted by third 
parties to verify that results from external audit 
assessments conducted by third parties were 
discussed and shared with the CEO by the 
Management as a part of the annual meeting. 

No Exceptions 
Noted 

CN 76 Smoke   detectors, fire   alarms, and   
fire extinguishers are installed within 
project work area and server rooms.  
Preventive maintenance of smoke 
detectors and fire extinguishers is 
performed on a quarterly basis. 

Observed and confirmed during the physical 
walkthroughs that for all in-scope locations, the 
availability of smoke detectors, fire alarms, and fire 
extinguishers within project work area and server 
rooms to verify that smoke detectors, fire alarms, 
and fire extinguishers were installed within project 
work area and server rooms. 

Also, for a selected sample of quarters during the 
Specified Period, inspected the smoke detectors and 
fire extinguisher maintenance report for all in-scope 
locations to verify that preventive maintenance of 
smoke detectors and fire extinguishers was 
performed on a quarterly basis. 

No Exceptions 
Noted 

CN 77 Employees are required to complete 
the role-based training (current role 
training/ aspired role training/ soft 
skills training) by using the Coforge 

For selected samples of new joiners who joined 
during the Specified Period, inspected the training 
completion records to verify that trainings were 
completed within the stipulated timeline. 

No Exceptions 
Noted 
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learning platform on an annual      basis, 
including      mandatory trainings. 

Reminder emails are sent to 
employees to address   delays   in   
training   completion. Completion 
status report is shared with the 
business stakeholders and HRBPs help 
to drive completion. 

Also, for selected sample of employees from during 
the Specified Period, inspected the completion of 
mandatory trainings which included role-based 
training. 

CN 78 The Service Organization has defined 
an organizational    chart    and    
authoritative structures which are 
available to employees through    the    
intranet    portal (iShare), enabling the 
Service Organization to meet its 
commitments and requirements as 
they relate     to     security, availability, 
and confidentiality.   Changes   to   
Organization structure are uploaded 
over intranet portal (iShare). 

Inspected the organization chart on ‘iShare’ portal to 
verify that the Service Organization had defined an 
organizational chart and quality manual 
documenting reporting lines and authoritative 
structures which were communicated to employees 
through the intranet portal. 

Also, inspected the ‘iShare’ portal to verify that the 
organization structure was made available and 
communicated to the employees. 

No Exceptions 
Noted 

CN 79 Employees are sensitized about HR 
related incidents and reporting 
mechanism as part of   code   of   
conduct   training.   Employee 
misconduct is reported to dedicated 
email id handled by HR department/ 
Security team. Reported     complaints     
are     monitored, resolved by 
complaint committee. 

Inquired with HR head for code of conduct that 
includes reporting of HR related incidents by 
employees via dedicated email id which was handled 
by security team/ HR department.  

Inspected HR training calendar to verify that 
employees were notified for their skill development 
training. 

No Exceptions 
Noted 
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Reminder emails are sent to 
employees to address   delays   in   
training   completion. Completion 
status report is shared with the 
business stakeholders and HRBPs help 
to drive completion. 

Also, inspected sample completion status report to 
verify that trainings were completed, and these 
reports were shared with the business stakeholders. 

Further, inspected the reminder emails to verify that 
employees were addressed for delays in training 
completion. 

CN 80 Asset register (IR51) is maintained by 
the respective project team SPOC. The 
Asset register   contains   details   of   
the   assets (laptop, software, server, 
etc.)  within the project.  The asset 
register is reviewed by project SPOC 
and approved on bi-annual basis by 
approving authority. 

Inspected the asset register to verify that it included 
details such as assets label, name, information asset 
components, owner of the entity’s system 
components including laptops, servers, network 
devices, firewalls and application assets 

Also, inspected the review records of asset register 
to verify that it was reviewed on a semi- annual basis 
by project SPOC. 

No Exceptions 
Noted 

 

CN 81 

 

SOC team monitor audit logs of all 
devices through SIEM tool on a real 
time basis. Any exceptions/ deviations 
are reported through auto-generated 
alerts. 

Inspected the configuration of monitoring tool to 
verify that audit logs of all devices were monitored 
through SIEM tool on a real time basis. 

Also, inspected content and dashboard to verify that 
auto-alerts were generated in case of any 
exceptions/ deviations. 

No Exceptions 
Noted 

CN 82 SIEM solution collects data from a 
variety of sources     including     
network     devices, firewalls, servers, 
and user activity logs. 

For selected samples of devices during the Specified 
Period, inspected the configuration of Radar tool to 
verify that the SIEM was integrated with the devices 
to collect the data and monitor them. 

No Exceptions 
Noted 
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CN 83 SIEM collects and stores logs from 
various systems and devices for 
compliance for at least one year. 

Inspected the retention period from the 
configuration of the SIEM tool to verify that logs from 
various systems and devices were stored for 
compliance for at least one year. 

No Exceptions 
Noted 

CN 84 Monthly reviews are performed on 
logs collected and consolidated 
monthly reports are   shared   and   
discussed   with   senior management. 

For selected sample of months during the Specified 
Period, Inspected the monthly SOC reports and 
emails to verify that reviews were performed on logs 
collected and consolidated monthly reports were 
shared and discussed with senior management. 

No Exceptions 
Noted 

CN 85 Description of system delineating 
boundaries is available to external and 
internal users on the website. 

Inspected network architecture diagram describing 
system boundaries and relevant system components 
is documented and made available to users on 
request. 

No Exceptions 
Noted 

CN 86 SLA / SOW / MSA with customers are 
executed for each project and 
compliance for security and 
confidentiality. 

Inspected sample Customer agreements were in 
place and were executed for clauses related to 
security and confidentiality which outlined 
responsibility for both the parties. 

No Exceptions 
Noted 

CN 87 Data loss prevention (DLP) software is 
used to scan for sensitive information 
in outgoing transmissions over public 
communication paths. 

Inspected settings for DLP were enabled on end 
point user devices to prevent any unauthorized data 
disclosure. 

No Exceptions 
Noted 

CN 88 Software design and development 
change management procedures are 
formally documented in the 
organization's ISMS manual, outlining 
workflows for request submission, risk 

Inquired with management for software design and 
development change management process, 
including workflows related to change request 
submission, risk assessment, peer reviews, testing 

No Exceptions 
Noted 
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assessment, peer reviews, testing 
requirements (including unit, 
regression, and security scans), 
approvals, and post-implementation 
verification to ensure alignment with 
change management criteria. 

requirements, approvals, and post-implementation 
verification activities. 

Inspected the organization’s ISMS manual and 
related change management documentation to 
verify that formal procedures were established for 
software design and development changes, including 
unit testing, regression testing, security scans, 
approval workflows, and post-implementation 
verification, in alignment with the organization’s 
change management criteria. 

CN 89 Testing teams develop system and 
regression test cases in accordance 
with client-specific requirements, 
employing formally approved test 
plans and controlled test data within 
the scope of testing services. 

Inquired with management for process followed by 
testing teams for the development of system and 
regression test cases including the use of client-
specific requirements, approved test plans, and 
controlled test data during testing activities. 

Inspected sample test plans, test cases, and testing 
documentation to verify that system and regression 
testing activities were performed in accordance with 
client-specific requirements using formally approved 
test plans and controlled test data within the defined 
scope of testing services. 

No Exceptions 
Noted 

CN 90 Software development changes are 
systematically validated through unit 
testing, QA testing, and User 
Acceptance Testing (UAT), with 
comprehensive documentation and 
monitoring captured within associated 
change requests. 

Inquired with management for validating software 
development changes through unit testing, QA 
testing, and User Acceptance Testing (UAT) including 
the documentation and monitoring of testing 
activities within associated change requests. 

Inspected sample change requests, testing evidence, 
and approval records to verify that software 

No Exceptions 
Noted 
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development changes were systematically validated 
through unit testing, QA testing, and UAT, and that 
related documentation and monitoring activities 
were maintained within the associated change 
records. 

CN 91 All change requests impacting IT 
infrastructure are required to be 
submitted with fully developed 
implementation plans outlining 
execution steps, timelines, and 
responsibilities, alongside rollback 
plans specifying reversal procedures, 
triggers, and testing to support 
recovery in case of failure. 

Inquired with management process for submitting 
change requests impacting IT infrastructure, 
including requirements for implementation plans, 
rollback procedures, defined responsibilities, 
execution timelines, and recovery testing activities. 

Inspected sample infrastructure change requests 
and associated implementation and rollback plans to 
verify that changes were submitted with 
documented execution steps, timelines, assigned 
responsibilities, rollback procedures, defined 
rollback triggers, and testing activities to support 
recovery in the event of change failure. 

No Exceptions 
Noted 

CN 92 The organization maintains a defined 
process for managing emergency 
changes, allowing implementation 
without prior review given their time-
sensitive nature, subject to subsequent 
approval and verification. 

Inquired with management for managing emergency 
changes including the implementation of time-
sensitive changes without prior review and the 
subsequent approval and verification requirements. 

Inspected the emergency change management 
procedure and sample emergency changes to verify 
that emergency changes were implemented in 
accordance with the defined process, including post-
implementation approval and verification activities. 

No Exceptions 
Noted 
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CN 93 For Digital Assurance and Digital 
Engineering services, clients furnish 
the necessary test data, which is then 
employed within their designated 
environments to ensure realistic 
validation while maintaining data 
isolation and compliance with client-
specific security requirement. 

Inquired with management for the use of client-
provided test data within Digital Assurance and 
Digital Engineering services, including controls 
related to data isolation, environment usage, and 
compliance with client-specific security 
requirements. 

Inspected sample testing records, client 
communications, and environment configurations to 
verify that client-furnished test data was utilized 
within designated client environments for validation 
purposes while maintaining data isolation and 
adherence to client-specific security requirements. 

No Exceptions 
Noted 

CN 94 Customer requirements are reviewed 
through query logs or the Static 
Requirement Analyzer (SRA), and 
requirement traceability mechanisms 
are implemented to ensure 
completeness and prevent loss of 
information during test design. 

Inquired with management regarding the process 
established to ensure project requirements are 
properly documented, tracked, reviewed, and 
clarified whenever incomplete or ambiguous 
requirements are identified. 

Inspected sample projects to verify that project 
requirements were formally documented, tracked, 
and that clarification queries were raised and 
resolved for incomplete or ambiguous requirements. 

No Exceptions 
Noted 

CN 95 Testing teams access client systems 
through secure VPN or encrypted 
channels. Client credentials are 
provided to authorized personnel by 
clients, and connectivity, 
authentication, and encryption 

Inquired with management for providing secure 
access to client systems including the use of VPNs, 
encrypted communication channels, authentication 
methods and adherence to client-defined 
connectivity and security requirements. 

Inspected sample client access with VPN 
configurations, user access details, and 

No Exceptions 
Noted 
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requirements are defined as per client 
policies.  

In some cases, direct access is provided 
through HTTPS or client-provided 
VPNs. 

communication to verify that access to client 
systems was provided only to authorized personnel 
through secure VPNs, HTTPS, or other encrypted 
channels. 

CN 96 Customer input and requirements are 
captured and maintained through a 
documented requirement 
management process. 

Inspected sample customer requirement documents 
to verify that customer inputs and requirements 
were formally captured, documented, reviewed, and 
maintained through the established requirement 
management process. 

No Exceptions 
Noted 

CN 97 Requirements are provided by 
customers or analyzed using query logs 
or the Static Requirement Analyzer 
(SRA). 

Inspected sample requirement documents, query 
logs, and Static Requirement Analyzer (SRA) outputs 
to verify that requirements were either received 
from customers or analyzed and identified through 
query logs or the SRA process, and were 
appropriately documented and maintained. 

No Exceptions 
Noted 

CN 98 Requirement reviews are conducted 
prior to test design and execution 
activities. 

Inspected sample requirement review reports, 
meeting minutes, approvals and project 
documentation to verify that requirement review 
activities were performed and completed prior to 
the initiation of test design and test execution 
activities. 

No Exceptions 
Noted 

CN 99 Client-specific tracking tools are used 
to trace requirements from design 
through testing. In the absence of a 
client-provided tool, a Requirement 

Inspected sample client-specific tracking tools, 
Requirement Traceability Matrices (RTMs) and 
related project documentation to verify that 
requirements were traced from design through 
testing activities using client-provided tracking 

No Exceptions 
Noted 
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Traceability Matrix (RTM) is 
maintained. 

mechanisms or internally maintained RTMs where 
client tools were not available. 

CN 100 Customer requirements are reviewed 
through query logs or the Static 
Requirement Analyzer (SRA), and 
requirement traceability mechanisms 
are implemented to ensure 
completeness and prevent loss of 
information during test design. 

Inquired with management regarding the process 
established to ensure project requirements are 
properly documented, tracked, reviewed, and 
clarified whenever incomplete or ambiguous 
requirements are identified. 

Inspected sample projects to verify that project 
requirements were formally documented, tracked, 
and that clarification queries were raised and 
resolved for incomplete or ambiguous requirements. 

No Exceptions 
Noted 

CN 101 Test cases are designed and executed 
based on requirements using client-
provided test data. Testing issues and 
defects are logged, tracked, and 
resolved through client-provided 
defect management tools including 
Jira, Team Foundation Server, and 
other approved tools. 

Inspected sample test cases, test execution 
documents, client-provided test data and defect 
management records from tools as Jira and Team 
Foundation Server to verify that test cases were 
designed and executed based on documented 
requirements and that identified issues and defects 
were logged, tracked and resolved through approved 
defect management tools. 

No Exceptions 
Noted 

CN 102 An Integrated Project Management 
Plan (IPMP) is developed to define 
resources, metrics, risk management, 
and configuration management 
activities, and is reviewed and 
approved by the Test Manager. 

Inspected sample Integrated Project Management 
Plans (IPMPs), review reports and approvals to verify 
that plans were developed to define project 
resources, metrics, risk management activities and 
configuration management processes and were 
reviewed and approved by the Test Manager prior to 
implementation. 

No Exceptions 
Noted 
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CN 103 A Metrics Plan and SLA Tracker are 
prepared by the team, reviewed, and 
approved by the Test Manager to 
monitor project objectives and service 
level agreements (SLAs). 

Inspected sample Metrics Plans, SLA Trackers, review 
reports and approvals to verify that project metrics 
and service level agreements (SLAs) were formally 
defined, monitored, reviewed, and approved by the 
Test Manager to support effective tracking of project 
objectives and SLA performance. 

No Exceptions 
Noted 

CN 104 All project-related tasks are 
monitored, tracked, and followed 
through to completion to ensure 
timely closure and accountability. 

Inspected sample project task trackers, status 
reports, follow-up records and completion 
documents to ensure that project-related tasks were 
monitored, tracked, and followed through to 
completion in a timely manner for accountability and 
proper closure of assigned activities. 

No Exceptions 
Noted 

CN 105 A detailed test plan is prepared to 
define the scope, approach, resources, 
and testing activities, and is reviewed 
and approved by the Test Manager 
prior to execution. 

Inspected sample test plans, review reports and 
approvals to verify that detailed test plans were 
prepared to define the testing scope, approach, 
resources, timelines, and testing activities, and were 
reviewed and approved by the Test Manager prior to 
commencement of test execution activities. 

No Exceptions 
Noted 

CN 106 Under the onsite-offshore delivery 
model, resource utilization and effort 
variance are monitored through 
periodic reports prepared by the team, 
reviewed by the Project Manager, and 
shared with the process team and Test 
Managers on a monthly basis. The 
status is also reviewed with clients 
during monthly review meetings. 

Inspected sample resource utilization reports, effort 
variance reports, monthly review reports and related 
communication to verify that resource utilization 
and effort variance under the onsite-offshore 
delivery model were periodically monitored, 
reviewed by the Project Manager, and shared with 
the process team and Test Managers on a monthly 
basis.  

No Exceptions 
Noted 
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Additionally, inspected client review meetings to 
confirm that project status updates were discussed 
with clients periodically. 

CN 107 Client Satisfaction Surveys (CSS) are 
conducted to capture customer 
feedback and complaints, and 
identified issues or incidents are 
tracked and addressed for corrective 
actions. 

Inspected sample Client Satisfaction Surveys (CSS), 
customer feedback records, complaint logs and 
corrective action tracking to verify that customer 
feedback and complaints were formally captured, 
reviewed, tracked, and addressed through 
appropriate corrective actions and follow-up 
activities. 

No Exceptions 
Noted 

CN 108 Weekly status reports on project 
performance are prepared and shared 
with clients. In addition, the Process 
Management Group (PMG) conducts 
Process Compliance Index (PCI) 
assessments to measure adherence to 
defined processes across various 
phases. 

Inspected sample weekly project status reports, 
client communication, PCI assessment reports and 
related documents to verify that project 
performance updates were periodically prepared 
and shared with clients, and that the Process 
Management Group (PMG) conducted Process 
Compliance Index (PCI) assessments to evaluate 
adherence to defined processes across applicable 
project phases. 

No Exceptions 
Noted 

CN 109 Monthly internal audits are conducted 
using internal audit checklists to 
identify non-conformances and 
highlight best practices against defined 
processes. 

Inspected sample internal audit schedules, audit 
checklists, audit reports, and related documents to 
verify that monthly internal audits were conducted 
to identify process non-conformances and highlight 
best practices against established process 
requirements and defined standards. 

No Exceptions 
Noted 

CN 110 Testing teams access client systems 
through secure VPN or encrypted 
channels. Client credentials are 

Inquired with management for providing secure 
access to client systems including the use of VPNs, 
encrypted communication channels, authentication 

No Exceptions 
Noted 
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provided to authorized personnel by 
clients, and connectivity, 
authentication, and encryption 
requirements are defined as per client 
policies.  

In some cases, direct access is provided 
through HTTPS or client-provided 
VPNs. 

methods and adherence to client-defined 
connectivity and security requirements. 

Inspected sample client access with VPN 
configurations, user access details, and 
communication to verify that access to client 
systems was provided only to authorized personnel 
through secure VPNs, HTTPS, or other encrypted 
channels. 

CN 111 Test outputs are retained in 
accordance with the requirements 
defined in the test plan. 

Inspected sample test output documents, retention 
and applicable test plans to verify that test outputs 
were retained and maintained in accordance with 
the retention requirements and specifications 
defined within the approved test plans. 

No Exceptions 
Noted 

CN 112 Configuration data is stored, 
maintained, and retained in 
accordance with the backup and 
retention requirements defined in the 
Project Configuration Management 
Plan. 

Inspected sample configuration data, backup logs, 
retention and Project Configuration Management 
Plans to verify that configuration data was stored, 
maintained, backed up, and retained per backup and 
retention requirements defined in the approved 
Project Configuration Management Plan. 

No Exceptions 
Noted 

CN 113 Data transfer, download, or upload to 
and from client systems is restricted 
for authorized users. Remote access to 
the organization’s network is 
permitted only upon authorization, 
and security controls are implemented 
to enforce remote connection 
restrictions. 

Inspected sample user access, remote access 
authorization, security configuration settings and 
related documents to verify that data transfer, 
download, and upload activities to and from client 
systems were restricted to authorized users and that 
remote access to the organization’s network was 
permitted only upon appropriate authorization with 
security controls implemented to enforce remote 
connection restrictions. 

No Exceptions 
Noted 
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CN 114 Access to project data stored on 
organization servers is restricted to 
authorized users, with access 
privileges granted by the ICT team 
based on approved requests. Access to 
client systems is managed by the 
respective clients. 

Inspected sample user access requests, approvals, 
access provisioning and server access listings to 
verify that access to project data stored on 
organization servers was restricted to authorized 
users and granted by the ICT team based on 
approved requests.  

Additionally, inspected sample client 
communications to confirm that access to client 
systems was managed and controlled by the 
respective clients. 

No Exceptions 
Noted 

CN 115 Periodic backups are performed in 
accordance with the requirements 
defined in the Project Configuration 
Management Plan. 

Inspected sample backup schedules, backup logs, 
and Project Configuration Management Plans to 
verify that periodic backups were performed per 
backup requirements and schedules defined in the 
approved Project Configuration Management Plan. 

No Exceptions 
Noted 

CN 116 Service Organization provides notice of 
its privacy practices to data subject of 
the system. The notice is: 

• Readily accessible and made 
available when personal information is 
first collected from the data controller. 

Inquired of IT Team personnel about the existence of 
notice of its privacy practices to data subject of the 
system. 

Inspected the privacy notice maintained by Coforge 
BPS to determine    whether    service Organization   
provides   notice of its privacy practices to data 
subject of the system. 

No Exceptions 
Noted 

CN 117 Service Organization provides 
customer with its Privacy Notice and 
make it available to customer to 
review at any time on Service 

Inquired      of      IT      Team personnel about the 
process of      Service      Organization providing its 
customer with its Privacy Notice and making it 
available    to    customer    to review at any time on 
Service Organization website. 

No Exceptions 
Noted 
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Organization website. Service 
Organization Privacy 

Notice addresses the following: 

•The choices available regarding the 
collection, use, retention, disclosure, 
and disposal of personal information 

•The information collected by Service 
Organization, and how it is used, 
shared, secured, retained and/or 
disclosed 

•The scope of the notice's applicability 

•The choices available for customer to 
access and update their information 

Inspected the privacy notice maintained by Coforge 
BPS to determine whether service Organization             
provides customer   with   its   Privacy Notice and 
make it available to customer to review at any time 
on Service Organization website. 

CN 118 On an annual basis, the DPO meets to 
discuss the new types of personal 
information that is collected and the 
effect on privacy practices, including 
detailed use, ability to optout, 
enhancement (enrichment) or 
inference, sharing, disclosure, access, 
security, retention, and disposal of 
personal information items. 

For any new personal information that 
is collected, systems and processes are 
updated to provide notice to the data 
subjects. 

Inquired of IT Team personnel about   the   DPO   
meets    to discuss   the   new   types   of personal   
information   that   is collected   and   the   effect   on 
privacy    practices, including detailed use, ability to 
opt-out, enhancement (enrichment) or inference, 
sharing, disclosure, access, security, retention, and    
disposal    of    personal information items. 

For a selection of quarters, inspected the quarterly 
review meeting decks to determine whether     DPO     
meets     to discuss   the   new   types   of personal   
information   that   is collected   and   the   effect   on 
privacy    practices, including detailed use, ability to 
opt-out, enhancement (enrichment) or inference, 

No Exceptions 
Noted 
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sharing, disclosure, access, security, retention, and    
disposal    of    personal information items. 

CN 119 Service Organization informs 
customers of changes made to Service 
Organization Privacy Notice via Service 
Organization public website. 

Inquired of IT Team personnel about the process of 
Service Organization     informing     its customers of 
changes made to      Service      Organization Privacy   
Notice   via   Service Organization public website. 

Inspected the privacy notice maintained by Coforge 
BPS to determine    whether    Service Organization 
informs customers of changes made to Service      
Organization Privacy Notice   via   Service 
Organization public website. 

No Exceptions 
Noted 

CN 120 The entity provides notice to data 
subjects about its privacy practices to 
meet the entity's privacy commitments 
and system requirements. The notice is 
updated and communicated to data 
subjects in a timely manner for 
changes to the entity's privacy 
practices, including changes in the use 
of personal information, to meet the 
entity's privacy commitments and 
system requirements. 

Inquired of IT Team personnel about the process of 
providing notice to data subjects about its privacy 
practices to meet the entity's privacy commitments     
and system requirements. 

For   sample   data   subjects, inspected the notice 
provided about   privacy   practices   by Coforge BPS 
to   meet   their privacy     commitments     and system 
requirements. 

No Exceptions 
Noted 

CN 121 Before / during personal information is 
collected, Service Organization 
communicates to the internal and 
external users the purpose and use of 
the collection of personal information, 
including detailed use, ability to opt-

Inquired of IT Team personnel about       the       
process       of communicating to the internal and     
external     users     the purpose    and    use    of    the 
collection        of        personal information. 

For sample users, inspected the        communication        
to determine    whether    Service Organization    

No Exceptions 
Noted 
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out, enhancement (enrichment) or 
inference, sharing, disclosure, access, 
security, retention, and disposal of 
personal information. 

communicated to the internal and external users the 
purpose and use of the    collection    of    personal 
information, including detailed use, ability      to      
opt-out, enhancement (enrichment) or inference, 
sharing, disclosure, access, security, retention, and    
disposal    of    personal 

information. 

CN 122 Policies and procedures containing 
information about choice and consent 
options include the following: 

• Consent is obtained before the 
personal information is processed or 
handled 

• To ensure that consent is freely 
given, requests for consent are 
designed not to be deceptive 
intimidating or imply that failure to 
provide consent will result in 
significant negative consequences 

• Implicit consent has clear actions on 
how a data subject opts out 

Inquired of IT Team personnel about the existence of 
Policies and     procedures     containing information 
about choice and consent options. 

Inspected   the   data   privacy policy maintained by 
Coforge BPS   to   determine   whether policies       and       
procedures containing    information   about choice   
and   consent   options existed. 

No Exceptions 
Noted 

CN 123 Service Organization requires its data 
subject to accept the agreement prior 
to the use of a service, which includes 
consent for the collection, use, 
retention, disclosure, and disposal of 
personal information. 

Inquired of IT Team personnel about   the   process   
of   data subject      to      accept      the agreement 
prior to the use of a    service, which    includes 
consent for the collection, use, retention, disclosure, 
and disposal of         personal information. 

No Exceptions 
Noted 
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Upon inquiry, it was noted that   Coforge   BPS   did   
not collect any data from external data     subjects     
to     whom Coforge       BPS       provides services. 

CN 124 On an annual basis, the DPO reviews its 
policies to ensure the definition of 
"sensitive" personal information is 
properly delineated and 
communicated to personnel. 

Inquired of IT Team personnel about the review of 
policies. 

Inspected   the   data   privacy policy maintained by 
Coforge BPS   to   determine   whether DPO   reviewed   
data   privacy policy to ensure the definition of 
"sensitive" personal information is    properly    
delineated    and communicated to personnel. 

No Exceptions 
Noted 

CN 125 Service Organization obtains the 
explicit consent of data subject before 
/ during collecting the special 
categories of personal data from data 
subjects. 

Inquired of IT Team personnel about the process of 
obtaining the explicit consent of data subject     
before     /     during collecting         the         special 
categories   of   personal   data from data subjects. 

It was noted that the Service Organization does not 
collect personal information from external users. 

No Exceptions 
Noted 

CN 126 Service Organization performs 
application security reviews for 
systems that collect customer data in 
accordance with team processes, to 
ascertain security risks are identified 
and mitigated. 

Inquired of IT Team personnel about the process       
of application   security   reviews for     systems     that     
collect customer data. 

Upon inquiry, it was noted that   Coforge   did   not 
collect any data from its user entities during testing 
period. 

No Exceptions 
Noted 

CN 127 Members of the privacy staff/legal 
team verify that Service Organization 
has legal ground to collect data from 
the data subjects and that such legal 

Inquired of IT Team personnel about the process of 
verification of Coforge BPS’s legal ground to collect 
data from the data subjects 

No Exceptions 
Noted 
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grounds are documented prior to 
collection. 

It was noted that the Service Organization does not 
collect personal information from external users. 

CN 128 On a periodic basis, access to the 
systems that collect customer data is 
reviewed to validate that access is 
restricted to appropriate personnel. 
Instances of inappropriate access are 
flagged, investigated, and removed. 

Inquired of IT Team personnel about the process of 
reviews of access to systems that collect customer 
data. 

Upon inquiry, it was noted that   Coforge   did   not 
collect any data from its user entities during testing 
period. 

No Exceptions 
Noted 

CN 129 Privacy related incidents are 
investigated, as applicable, and based 
on the assigned impact, the complaints 
are tracked to closure. 

Inquired of IT Team personnel about the process of 
privacy incident management. 

Inspected   the   data   privacy policy maintained by 
Coforge to   determine   whether document         
existed     for investigation, assignment, tracking and 
closure of Privacy related incidents. 

During the audit period, no instances of misuse of 
personal information by third parties were recorded; 
accordingly, no remedial actions were undertaken by 
the Service Organization. 

No Exceptions 
Noted 

CN 130 Service Organization requires its data 
subject to accept the agreement prior 
to the use of a service, which includes 
consent for the collection, use, 
retention, disclosure, and disposal of 
personal information. 

Inspected sample of service requests or user 
onboarding instances from the Service Organization. 
Verify that, prior to granting access to the service, 
the data subject is presented with an agreement 
outlining the collection, use, retention, disclosure, 
and disposal of personal information. Confirm that 
explicit consent is recorded before enabling service 
use.  

No Exceptions 
Noted 
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Also, inspect logs, system records, or consent forms 
to ensure evidence of acceptance and consent is 
maintained in accordance with privacy 
requirements. 

It was noted that the Service Organization does not 
collect personal information from external users. 

CN 131 There exist a policy and procedure that 
define allowable use and disclosure 
scenarios. The document is reviewed 
and approved by DPO on an annual 
basis. 

Inquired of IT Team personnel about the existence of 
Policies and   procedures   that   define allowable use 
and disclosure scenarios. 

Inspected   the   data   privacy policy maintained by 
Coforge BPS   to   determine   whether policy    and    
procedure    that define    allowable    use    and 
disclosure scenarios existed. We   further   noted   
that   the document was reviewed and approved   by   
DPO   on   an annual basis. 

No Exceptions 
Noted 

CN 132 On a periodic basis Service 
Organization reviews privacy policies 
and procedures to ensure that 
personal information is used in  

• conformity with the purposes 
identified in Service Organization's 

privacy notice. 

• conformity with the consent received 
from the data subject. 

• compliance with applicable laws and 
regulations. 

Inquired of IT Team personnel about the review of 
privacy policies and procedures. 

Inspected   the   data   privacy policy maintained by 
Coforge BPS   to   determine   whether Service                
Organization reviewed privacy policies and 
procedures on periodic basis to     ensure     that     
personal information was used in 

•    conformity        with        the purposes      identified      
in Service        Organization's privacy notice. 

•    conformity        with        the consent received from 
the data subject. 

•    compliance with applicable laws and regulations. 

No Exceptions 
Noted 
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CN 133 There exist a policy and procedure 
document which captures retention 
process of personal information. The 
document is reviewed by DPO on an 
annual basis. 

Inquired of IT Team personnel about the existence of 
policy and     procedure     document which      captures      
retention process          of          personal information. 

Inspected   the   data   privacy policy maintained by 
Coforge BPS   to   determine   whether policy        and        
procedure document     which     captured retention 
process of personal information      existed.      We 
further      noted      that      the document was 
reviewed and approved   by   DPO   on   an annual 
basis. 

No Exceptions 
Noted 

CN 134 Review of the data inventory is 
performed to verify that the 
documentation is kept current and 
includes categorization of personal and 
special category data on an annual 
basis by DPO. 

Inquired of IT Team personnel about the process of 
review of the data inventory. 

For   sample   data   subjects, inspected the review 
evidence of    the    data    collected    to determine 
that review of the data inventory was performed to         
verify         that         the documentation      was      kept 
current. 

No Exceptions 
Noted 

CN 135 There exist a policy and procedure 
document which captures the process 
of disposal of records and data. The 
document is reviewed by DPO on 
periodic basis. 

Inquired of IT Team personnel about the existence of 
policy and     procedure     document which captures 
the process of disposal of records and data. 

Inspected   the   data   privacy policy maintained by 
Coforge BPS   to   determine   whether policy        and        
procedure document which captures the process of 
disposal of records and data existed.  We further 
noted that the document was reviewed   and   
approved   by DPO on an annual basis. 

No Exceptions 
Noted 
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CN 136 Upon request, Service Organization 
securely disposes of collected personal 
information for terminated customers. 

Inquired of IT Team personnel about the disposal of 
collected personal      information      for terminated 
customer. 

Upon inquiry, it was noted that   Coforge   BPS   did   
not collect and dispose any data from its user entities 
during testing period. 

No Exceptions 
Noted 

CN 137 Service Organization’s privacy notice is 
made available to data subjects at the 
time an agreement for services is 
entered as well as on the website, 
which explains the process for 
providing data subjects with access to 
their personal information and 
updating their information. 

Inquired of IT Team personnel about the process of 
privacy notice being made available to data subjects 
at the time an agreement    for    services    is entered   
as   well   as   on   the website. 

Inspected   the   data   privacy notice available on 
Coforge website    and    data    privacy policy 
maintained by Coforge BPS   to   determine   whether 
privacy     notice     is     made available to data subjects 
at the   time   an   agreement   for services is entered 
as well as on the website, which explains the process 
for providing data subjects with access to their 
personal     information     and updating their 
information 

No Exceptions 
Noted 

CN 138 Service Organization provides 
authenticated customer the ability to 
access, update, and confirm their 
personal information. Denial of access 
is communicated to the customer. 

Inquired of IT Team personnel about the process       
of accessing, updating, and confirming     their     
personal information by customers. 

Upon inquiry, it was noted that   Coforge   BPS   did   
not collect and dispose any data from its user entities 
during testing period. 

No Exceptions 
Noted 
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CN 139 A PIA (Privacy Impact Assessment) is 
completed for new types of disclosures 
of personal information and 
disclosures to new third-party 
recipients. As part of the assessment, 
the privacy staff determines whether 
the disclosure is consistent with notice, 
consent and privacy commitments and 
system requirements. 

Inquired of IT Team personnel about the PIA (Privacy 
Impact Assessment) for new types of disclosures       
of       personal information and disclosures to new 
third-party recipients. 

Conducting Privacy Impact Assessments (PIAs) for 
new disclosures of personal information and 
disclosures to new third-party recipients is not the 
responsibility of the Data Processor. 

No Exceptions 
Noted 

CN 140 Authorized disclosures are recorded 
and retained in accordance with the 
entity's privacy commitments and 
system requirements. 

Inquired of IT Team personnel about the process       
of disclosures of data. 

For sample users, inspected the        documentation        
of authorized     disclosures     to determine whether 
Authorized disclosures    were    recorded and   
retained   in   accordance with     the     entity's     
privacy commitments     and     system requirements. 

No Exceptions 
Noted 

CN 141 There exists a formally documented 
incident management process in place 
to resolve problems and incidents 
identified / reported. The document is 
reviewed and approved by Service 
Organization's management on an 
annual basis. 

Inquired        with       the ESRG Team about existence 
of      an    incident   procedures and   guidelines 
document. 

Inspected        the        Incident Management policy 
document to    determine    whether    the process     
for     the     incident reporting, resolution      and 
escalation   was   documented and whether it was 
reviewed and      approved      by      the management   
on   an   annual basis. 

No Exceptions 
Noted 
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CN 142 Vendors and third parties with 
restricted access, that engage in 
business with Service Organization are 
subject to confidentiality, availability, 
security and privacy commitments as 
part of their agreements with Service 
Organization. 

The commitments included in 
agreements with vendors and third 
parties with restricted access are 
reviewed by Service Organization and 
the third party at time of contract 
creation or renewal. 

Inquired of IT Team personnel about      the      
confidentiality, availability, security      and privacy      
commitments      for Vendors and third parties. 

For   sample   vendors   /   third parties, inspected 
agreement with Service Organization to determine   
whether   vendors and third parties that engage in    
business    with    Service Organization were subject 
to confidentiality, availability, security         and         
privacy commitments as part of their agreements     
with     Service Organization. 

No Exceptions 
Noted 

CN 143 Service Organization takes remedial 
action in response to misuse of 
personal information by a third party 
to whom Service Organization has 
transferred such information. 

Inquired of IT Team personnel about the process of 
remedial action in response to misuse of personal 
information by a third party. 

Upon inquiry with management, we noted that there 
was no privacy incident raised for misuse of personal 
information by a third party to whom   Service   
Organization has         transferred         such 
information. 

No Exceptions 
Noted 

CN 144 Data Processing Agreement (DPA) is 
used for contracts involving personal 
information containing the 
requirement for an independent third-
party assessment or the right to audit 
the vendor or third party. Deviations 

Inquired of IT Team personnel about   the   process   
of   Data Processing Agreement. 

For   sample   vendors   /   third parties, inspected 
contract to determine      whether      Data Processing 
Agreement (DPA) was     used     for     contracts 
involving personal information containing the 
requirement for an    independent    third-party 

No Exceptions 
Noted 
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from DPA require approval from the 
DPO. 

assessment   or   the   right   to audit the vendor or 
third party. 

Upon      inquiry      with management, we noted that 
there      was      instance      of deviation from DPA. 

CN 145 As applicable, standard contractual 
templates between Service 
Organization and its vendors or third 
parties are used for contracts involving 
personal information containing 
requirements to notify Service 
Organization of a breach or 
unauthorized disclosure of personal 
information. Changes to standard 
templates require approval from the 
DPO. 

Inquired of IT Team personnel about the process of 
standard contractual templates. 

For   sample   vendors   /   third parties, inspected 
contractual templates      and      standard contractual      
templates      to determine   whether   standard 
contractual               templates between Service 
Organization and its vendors or third parties were     
used     for     contracts involving personal information 
containing    requirements    to notify Service 
Organization of a    breach    or    unauthorized 
disclosure        of        personal information. 

Upon      inquiry      with management, we noted that 
there      was      instance      of deviation      from      
standard template. 

No Exceptions 
Noted 

 

CN 146 There exist an incident identification 
and breach response procedure is 
documented that provides examples of 
unauthorized uses and disclosures, as 
well as guidelines to determine 
whether an incident constitutes a 
breach. The procedure is 
communicated to personnel who 
handle personal information. 

Inquired of IT Team personnel about the existence of 
incident identification      and      breach response 
procedure. 

Inspected   the   data   privacy policy maintained by 
Coforge BPS   to   determine   whether there    existed    
an    incident identification      and      breach response      
procedure      that provides        examples        of 
unauthorized       uses       and disclosures, as     well     

No Exceptions 
Noted 
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as guidelines       to       determine whether          an          
incident constitutes a breach. 

We   further   noted   that   the procedure was 
communicated to    personnel    who    handle 
personal information. 

CN 147 Breach notification procedures are 
reviewed on a periodic basis to 
determine whether the procedures are 
aligned with commitments and system 
requirements. Breach notification 
activities are reviewed against breach 
notification procedures and 
notifications are approved by the DPO 
team. 

Inquired of IT Team personnel about   the review   of   
breach notification procedure. 

Inspected   the   data   privacy policy maintained by 
Coforge BPS   to   determine   whether breach                    
notification procedures were reviewed on a periodic 
basis to determine whether the procedures were 
aligned with commitments and system 
requirements. 

No Exceptions 
Noted 

CN 148 Service Organization notifies affected 
data subjects and regulators of 
breaches and incidents as legally 
required in accordance with team 
processes. 

Inquired of IT Team personnel about the process of 
notification to affected data subjects and regulators   
of   breaches   and incidents. 

Inspected   the   data   privacy policy maintained by 
Coforge BPS   to   determine   whether there existed 
the process for notification   to   affected   data 
subjects   and   regulators   of breaches and incidents. 

No Exceptions 
Noted 

CN 149 Service Organization provides publicly 
available mechanisms for external 
parties to contact Service Organization 
to report security events and publishes 
information including a system 
description and security and 

Inquired of IT Team personnel about the process of 
Service Organization             providing mechanisms     
for      external parties    to    contact    Service 
Organization to report security events        and        
publishing information including a system 
description and security and compliance            

No Exceptions 
Noted 
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compliance information addressing 
Service Organization commitments 
and responsibilities. 

information addressing Service Organization      
commitments and responsibilities. 

Inspected the privacy notice maintained by Coforge 
BPS to determine    whether    Service Organization 
provides publicly available     mechanisms     for 
external   parties   to   contact Service Organization 
to report security events and publishes information 
including a system description and security and 
compliance information addressing Service 
Organization commitments and responsibilities. 

CN 150 Types of personal information and 
sensitive personal information are 
identified and stored in an inventory. 

Inquired of IT Team personnel about the       process       
of identification and storage of personal     
information     and sensitive personal information. 

It was confirmed that no personal information (PI) 
data is collected from external users. 

No Exceptions 
Noted 

CN 151 Service Organization maintains a 
record of processing activities. The 
date of completion of the processing of 
the requests and the person 
generating the processing is 
documented in the repository. 

Inquired of IT Team personnel about   the       process       
of maintaining     a     record     of processing activities. 

It was confirmed that no personal information (PI) 
data is collected from external users. 

No Exceptions 
Noted 

CN 152 Service Organization provides 
authenticated customer the ability to 
access, update, and confirm their 
personal information. Denial of access 
is communicated to the customer. 

Inquired with IS team that they act as a data 

processor, conducting client data processing 

exclusively within client environments, either 

through secured VPN connections or designated 

client terminals. 

No Exceptions 
Noted 
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Inspected that organization holds ISO 27001 

certification, ensuring alignment with internationally 

recognized information security standards. 

CN 153 The DPO team monitors the 
development and execution of 
corrective action plans that were 
developed to address identified or 
suspected privacy incidents and 
related data processing issues. 

Inquired of IT Team personnel about   the       process       
of development and execution of corrective    action    
plans    to address         identified         or suspected   
privacy   incidents and related data processing issues. 

No privacy-related incidents were recorded during 
the audit period. 

No Exceptions 
Noted 

CN 154 The DPO team monitors the continued 
relevance and applicability of Service 
Organization's policies and procedures 
related to privacy regulations, 
agreements, and contracts. 

Inquired of IT Team personnel about the monitoring 
of Service Organization's policies and procedures. 

Inspected   the   data   privacy policy maintained by 
Coforge BPS to determine whether the DPO    team    
monitored    the continued      relevance     and 
applicability       of Service Organization's   policies    
and procedures related to privacy regulations, 
agreements, and contracts. 

No privacy-related incidents were recorded during 
the audit period. 

No Exceptions 
Noted 
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